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2 Product Introduction

2.1 Product Abstract

RG-EG series business assurance gateway (Following will call it RG-EG) is the product that Ruijie research and develop by
itself. RG-EG aimed at soloving export problems for small and medium-sized enterprises. RG-EG series product is equiped
with advanced software and firmware structure. Not only has efficient NAT forwarding performance as professional export
device, but also equiped with flow control, intelligent routing, behavior management, security, WEB authentication, VPN and
other function. We don't need to consider using router, firewall or flow control device, only using a RG-EG series product can

meet all your requirements.

2.2 Working Mode

EG has 3 working modes: Gateway mode, bridge mode and bypass mode. Gateway mode and bridge mode are common
used. (EG 2100-P don’t have bridge mode)

A. Gateway Mode: Regard EG as the export of network and supports the forwarding of NAT and routing.

Intranet Gateway

= Access Switch

B. Bridge Mode: Regard EG as a bridge, Deploy EG in between intranet core switch and extranet gateway export. Bridge
mode is divided into 3 types: Forward/Sniffer/Bypass.

Foeward: Can realize flow audit, application recognition, application block, flow control.
Sniffer: Can realize flow audit, application recognition.

bypass: Packets can be forwarded without dealing with.

2-4
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Gioy1

MGMT Port

Core Gateway Switch Note: MGMT port should

connect to core switch, ensure
‘ the port’s connection with

J intranet and extranet.(In order
to upgrade features database)

C. Bypass Mode: Can only realize application recognition, only receieve packet, not forward.

. Internet |

Intranet Gateway

MGMT Port l

Core Switch

Mote: MGMT port should
connect to core switch, ensure
the port's connection with
intranet and extranet.(Iln order
to upgrade features database)
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3 Daily Maintenance

3.1 Device Login

3.1.1 WEB Login

1) Modify the IP address of PC.

IP address: 192.168.1.x (except 192.168.1.1)

Subnet mask: 255.255.255.0

Default gateway: 192.168.1.1 (default LAN IP)
2) Connect the PC to any port (except WANO) on the device.
3) Visit http://192.168.1.1 by Chrome browser.

| 19216811

Easy Gateway

Multi-Function, Easy Management, Low
Cost

Internet Explorer 10/11, Google Chrome, Firefox
Recommended

l Please enter the username l

Please enter the password

Forgot password?

»

4) Enter the username and password on the login page and click “Log In”.
Default Username: admin

Default Password: admin

5) Change the password at the first login.

3-6
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Ruijie EG3250 Config Wizard

®

Reset Pwd

Please reset the admin password.

User Name: admin

New Password: l] ]

Confirm Password:

3.1.2 Console Login

Console Port

JCDnsuleCable v i{,ﬁf

Mormal Cable

PC Gin/o

» Tools Needed: PUTTY (or others) software in your computer, console cable (as shown on the left), computer with COM

port. If your computer doesn’t have COM port, please buy COM to USB cable (as shown on the right) by yourself.
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»  Operation Steps:
Step 1-Connect console cable to EG console port.

Step 2-Check your COM port number in your computer ‘Device manager’. You should install drivers first or you won't see the
COM port number.

Step 3-Open PUTTY and change the protocol to ‘Serial’.Choose your COM port number, set baud rate to 9600, uncheck
RTS/CTS.Then click ‘Open’ button.

% PuTTY Configuration

= Gession Blatic opbons for wour PulT T session
Logong S pacily the destination wou wankt lo connect bo
Senial e Spead
Kevbosrd
Bl COM1 S50

Connecton type:
(CBaw O Iehat (O Rlogin CI55H (5 Senal

Load, save o dalabes & stoned sasion

i

Tiaerdalion: Saved Sessions

Colow
Loman [l

Close wandoss on el
Orabesys O Hever (5 Oy on clsan el

(oo ][ Corcd ]

Step 4-Press ‘Enter’ to enter user mode.
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« Serial-comz

Ruijies

3.2 Software Maintenance

3.2.1 Software Information Check

Main Process Software Version Check:

You can see product model and software version information on web home page.

Homepage
CPU:5.0% Memory Usage: 62% Disk Space:0.12% Online Users: System Time: 2017-9-28 15:19:44
] | —— 1 EG2000CE-I EG_RGOS 11.1(6)B19,
Release(04211810) Details
LN
Interface: | All Interfaces ¥ | Time: All Interfaces Over last 1h,Downlink Traffic peak value is 8.0 .
Device Name : Ruijie
Booted on : 2017-09-28 OY
All Interfaces Traffic Summary | Downlink Traffic ¥ Uptime : 0:05:58:55
10.00Mbps Hardware Version : 1.00
EG_RGOS
8.00Mbps 11.1(6)B19,
Firmware Version : Release(0421
6.00Mbps SN : 12349425700
MAC Address : 00D0.F822.35
4.00Mbps
2.00Mbps
0.00Mbps
13:55 14:00 14:03 14:10 1415 14:20 14:25 14:30 14:35 14:40 14:45 14:50
Before Flow Passed
Control Traffic

Today's(After 8 a.m.)Bandwidth Usage Top10 (App) ‘AII Interfaces ¥ | |Uplink Traffic
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You can also use the command ‘show version’ in CLI.

Ruijie#show version

System description ! Ruijie EASY GATEWAY(EG2000CE-I) by Ruijie Networks.
System start LTime : 2017-09-28 09:20:26
System uptime : 0:06:02:46

system hardware version : 1.00
System software version : EG_RGOS 11.1(6)B19, Release(04211810)

System patch number D ONA

System serial number 1 1234942570027
system boot version :1.3.27
Ruijies#

3.2.2 Software Version Upgrade

Note:

1. Upgrading needs to restart, please upgrade in the time section that allow to break network. Upgrading will last about 10

minutes.

2. Download corresponding software version according to product model. Ensure software version and device model are

matching. Please read version issue statement carefully before upgrading.

Note: Download software on our official website (http://www.ruijienetworks.com/), click ‘Support’ then choose ‘Software

Download’. Then you should input your product model or key words to search the latest software version and other versions.
Take RG-N18000 as an example.

7 1T
Login  Register Community Resources CasePortal ©¢ﬂ§é ContactUs ( search
Ruijie
l Home  Solutions  Products  Suppot  Trainings  Partners

! /

Technical Support Tools Service Support

Technical Documents Bulletins @ RG-RIIP Inspection Service Policy

Software Download Training Video Pt Product Life Cycle

3-10
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If you are not able to find the firmware on web-site. Please contact us (Technical Support) Be sure to look through the relaese notes before upgrading.

Software download

« RG-N18000_RGOS11.0(4)B4P3_CMIl_install Firmware %
« RG-N18000_RGOS11.0(4)B4P3_CM install Firmware %%
« RG-N18000 Series Switch RGOS 11.0(1)B2T11_CMIl Firmware

3. Shut down EG attack defense function, or add the PC IP address for upgrading into management IP address.

A. Use WEB to upgrade

J MNormal Cable E“‘d:j
|

PC Gi0/O

1. You can shut down attack defense function or add management IP address as below. If you have shut down ‘Flow Attack

Defense’, you don’t need to add management IP.

3-11
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Ruijie EG

e
LJ

Home

k-
Flow

Y

Security

2. Then click ‘Advanced’, choose ‘Upgrade’, click ‘Browse’ to choose the upgrading file you downloaded then click ‘Upgrade’.

@wWEB Administrator: admin

Attack Defense Attack Defense

Interface A.cess

Control ARP Spoofing Detection:

ARP Spoofing List:
ARP P ¢

Flow Attack Defense:
ACL

Attack Flow Logs:
Max Sessions

Disable Ping:

Disable SSH & Telnet
Access;

Disable SNMP
Management:

Disable Web GUI Access;

Add IP Whitelist:

Web Access Port:

[JEnable @
[ARP Spoofing List]

¥Enable 4= @™

[Current] [Historical]
ILAN User  LAWAN User
ILAN User  LAWAN User
ILAN User  LWAN User
CLAN User  CIWAN User /
192.168.1.2 [More] @
80 (80 1075-65535) By default, it is 80

Save Restore Default

Note: Before choosing the upgrading file, you should change the file name as ‘rgos.bin’.

After finishing upgrading, it prompt you to restart device, you should click ‘OK’. After restarting, upgrading is successful.

3-12
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Ruy’l—é EG @ wEB Administrator: admin

™\

System System Upgrade

Upgrade

Note: You can chick Software Version at Ruijie Networks website 1o download the latest upgrade file

upgrade until an upgrade success prompt is displayed, Otherwise, the upgrade fails

Administrator
Tip: 1. To upgrade the main program, name the file rgos bin. Please ensure that the upgrade version

Issue Collection

Local Upgrade

Connectivity

Detection File | Choose File No file chosen Cancel

Schedule

Central

Manageme-{
VRRP

System Log

Report

B. Use console to upgrade

Console Port

Console Cable 4
; &Y

Normal Cable
PC Gi0/0

1. Change the file name as ‘rgos.bin. Because of 11.X version is large, so using CLI to upgrade should download

‘3CDaemon’ tftp tool. If you don’t use this tool, it will lead to upgrading failure.

Note: Please check windows firewall, anti-virus software setting, system security and so on before upgrading. You can only

open 1 TFTP server to prevent port conflicts.

3-13
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2. Open 3CDaemon to run TFTP server and choose file location.

= 3CDaemo

TFIF Server Start Time _ | Peer | Bytes | Status_
3CDaemon Configuration

General Configuration TFTP Configuration } FTP Profiles | Syslog Configuration |

ver iz started Create directory names in incoming file requests? ¥
ere to stop it

Choose the location of upgrading file

Allow overwrite of existing files? / [

.n[glnc to pd ldog r =

Click to 'p - - |
AUsers\A Inistrator) <k \

Upload/Download {C.‘L.cr. Administrator\Desktop\

3. Using console login device. Input command ‘copy tftp://192.168.1.100/rgos.bin sata0:rgos.bin’ and press ‘Enter’.
Note: 192.168.1.100 is your computer IP address.

Ruijie#copy tftp://192.168.1.100 /rgos.bin satal:rgos.bin

Do you want to overwrite [/mnt/satal/rgos.bin]? [Y/N]:y

Press Ctrl+C to quit

R I L L L L I L R L R R
Copy success.

4. After importing main process, don’t restart. Input command ‘upgrade sataO:rgos.bin force’ to update main process.

Ruijiefupgrade satal:rgos.bin force

You use the force command, Are you sure?Continue [Y/n]w

Upgrade the device must be auto-reset after fi ish, are you sure upgrading now?[Y¥/n]y
#aug 8 07:09:12: Upgrade prnce;31ﬂg is 10

Running this command may take some time, ple

Eu DDDuE#:1Gv VErS10mn
description : Ruijie EASY GATEWAY(EG2000GE) by Ruijie Networks.
start time : 2014-08-19 16:44:36
uptime : 1:00:32:15
hardware version : 2.00
e

software version @ EG_RGOS 11.1(1)E1
Jthvm 3Fr1a1 number : 1234942570089
e S . 2 G

3.3 Password Recovery

Note:
1. Please prepare console cable ahead of time.

2. Password recovery will lead to device restart and break network. Please choose the time section allowing network broken.
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»  Operation Steps:
Step 1-Open your PUTTY or other control softwares, press ‘Enter’ to enter user mode. (Ruijie>)

Step 2-Turn off the power then turn on, input ‘ctrli+c’ in PUTTY consecutively until following menu appear.

BootLoader Menu("Ctr1+Z™ to upper level)

TOP menu 1Tems.
e d e d g e g e o e o o o R o o o g e e S S

0. TFtp utilities.
1. XModem utilities.

2. Run main.

3. setMac utilities.

4. scattered utilities.
5. set backplane info

o F o i W o O O i o i o o o o O o o O o o o W o o O o o i o o o o o o o o o o o o o o

Step 3-Press ‘ctrl+qg’ to enter uboot CLI, input command ‘main_config_password_clear’ then press ‘Enter’. After that device

will restart, and don’t need password to enter system this time.

eq?2 Y00dt#main_confi q_password_clear

Step 4-Change your password in privileged mode. For example, in the following picture 1, we set new web management and

CLI privileged mode password as ‘ruijie’ then input ‘write’ to save your configuration.

Ruijiefcon t ) .

Enter configuration commands, one per line. End with CN
Ruijie(config)é#webmaster level O username admin password
password of user "admin® is changed!

Rt f1e(cont g)gscailansecres[ruiie |

F‘.m;ne[c-::unﬁg)

% Unknown commaT.

fuijielconfig)#exit .

*Sep 29 11:52:35: X5Y5-5-CONFIG_I: Configured from console by console
Ruijie#srite

Building configuration..

[ok]

Ruijie#

Step 5-You could access web page to confirm if it is successful.

3.4 Configuration Backups

»  Use WEB to backups
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Normal Cable

|
PC Gi0/0

Click ‘Advanced’, choose ‘System’, choose ‘Backup’, click ‘Export Config’ and choose save location for configuration export.
Click ‘Scan...” and choose configuration file then click ‘Import’ for import.

System Change Password Restart Factory Reset Backup Syster

Note: Do not close or refresh the page during import. Otherwise, the import will fail,

Tip: After the conﬁguvwwvd please click Restart on the current pagd to apply the new ¢
Export Config

Fite | | Scan...

View Config

O

Advanced
System |

»  Use CLI to backups

Console Port

Console Cable -

%
Normal Cable

PC Gin/o

1. Open TFTP software in your computer.
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+[f Trivial FTP server -0 x|

R oot directan
IE:'&DDcuments and Settingz’\Administrator', . | Connected uzers: 0

2. Input command ‘copy flash:config.text tftp://192.168.1.100/config.text’, 192.16.1.100 is your computer IP address.

3. If you see the prompt ‘Transmission success,file length 50281 bytes’, it means successful.

3.5 Main Process Recovery (Layer Ctrl Upgrade)

Console Port

Console Cable « -
J &

Mormal Cable

PC Gi0/0

Note: If the main process of device is lost because of some reasons, please try to recover it through ctrl layer. Main process
lost will lead to PWR and SYS light always on, but other port lights not on.

»  Operation Steps:

3-17
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Step 1-Download the main process from our official website. Detailed steps please refer to 4.2.2.
Step 2-Change file name as ‘rgos.bin’.

Step 3-Open 3CDaemon to run TFTP server and choose file location.

) 3CDaemo

TFIP Server Start Time _ | Peer | Bytes | Status_
3CDaemon Configuration

General Configuration TFTP Configuration J FTP Profiles | Syslog Configuration |

Create directory names in incoming file requests? ¥

Choose the location of upgrading file
Allow overwrite of existing files? / r

(C:’\,Uf.cr'.'-,;«dmiri'.!m'.or'v,Ce';'-.'?c p\ 1 [

Upload/Download

EDﬂtLDader' He"u ( “ctr 'I +Z!!***!***********!!***************
TFrp utilities.
XModem utilities.

Run main.

SetMac utilities.
scarttered urilities.
set backplane info

o i o i O o i o O o O o o O o i o i i o O o o o o o o o o o o o o o o o o e e

Step 5-Input ‘0’ behind the prompt ‘Press a key to run the command’.

Step 6-Then input ‘1’ behind the prompt ‘Press a key to run the command’. Input ‘y’ behind the prompt ‘Determined to

upgrade?’ .
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BootLoader Menu("Ctrl1+Z" to upper Tlevel)
Tftp utilities.

Upgrade bootloader.
Upgrade kernel and rootfs by install package.
n to memory and jump to run.

run the command: 1

Local IP:[192.168.64.64]: 192.168.1.1
Remote IP:[192.168.64.1]: 192.168.1.100
Filename:[rgos.bin]: rgos.bin

LR = e =l = iy = |
—_ =

Un-Protected 1 sectors
Erasing Flash...
done
Erased 1 sectors
writing to Flash... done
done
Protected 1 sectors
Auto-update from TFTP: trying update file 'rgos.bin’
Using octeth3 device
TFTP frnm server 192.168.1.100; our IP address is 192.168.1.1
Filename rgu: bin’.
Load addre Ox20000000
Loading: WARNING:
cvmx_phys_to_ptr{) passed a zero address
WARNING:
CVMX_ptr_to phx (ﬁ pa sed a NULL pointer
Ve
e e
64 MBE received

done
Bytes transferred = 67783909 (40adce5 hex)
Uncompressing Ox40a4563@0x20000782 to 0x5250910@0x240a4ced
Uncompressed 0x5250910 b 5
Get boot addr 0x0,Ten Ox0; kernel addr 0x241911b0,Tlen Ox5c0000; rootfs addr 0x2475122c, len
Package iﬂfnrmat1nﬂ
kernel version:2.6.32.a0ceb335d22d15
kernel target ug?DDDdt
rootfs vEPSiGﬂ:l.D.D.dbflﬁQEU
rootfs target :eg2000dt
Determined to upgrade? [Y/N]: y

Step 7-Press ‘ctrl+z‘back to upper menu. Input ‘2" behind the prompt ‘Press a key to run the command’ to restart and load

main process.

Step 8-You could access web page to confirm if it is successful.

3.6 Factory Reset

Note:
1. After factory reset, existing configuration will be deleted.

2. Factory reset needs to restart.
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3. If you can not login web page, please use CLI for factory reset.

»  Use WEB to factory reset

Click ‘Advanced’, choose ‘System’, choose ‘Factory Reset’, and then click ‘Reset’.

Ruyle EG @ WEB Administrator: admin [ Setup Wizard

HI';LE System Change Password Restart Factory Reset Backup System Time
| Upgrade Mote: Factory reset will delete all current configuration. §o back up the current configuration, click Export Current C

Flow |
Administrator )

)

Security Issue Collection [ o

Connectivity
Detection

Schedule

Central
Management

‘RRP

System Log

»  Use CLI to factory reset

Open PUTTY or other softwares (telnet is also OK). Input the command ‘delete flash:config.text’, and then press ‘Enter’. Input

'y’ behind the prompt ‘Do you want to delete [Flash:/config.text]?’, and then press ‘Enter’.

After that input the command ‘reload’ to restart device. Input ‘y’ behind the prompt ‘Reload system?’ and press ‘Enter’. Device

reloading will spend about 5 minutes.
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3.7 View Alarm Log

Normal Cable e
J )

PC GiQy/0
»  Alarm Functions:

1. Flow Attack Alarm: If there are large number of flow alarm information existing and lasting long. We suggest turning on
‘Attack Defense’ funcition. If attacks are from intranet, you should check up if there is a virus in a host in your intranet. If
attacks are from extranet, you should contact carrier to help you solve the problem.

2. Signature Database Alarm: There some applications lost in the new signature database, and you configured some
strategies about these applications before, there will be an alarm here.

3. SATA Disk Alarm: There will not be an alarm appear here in normal status, if not please contact us.
4. Config File Alarm: Prompt you for the size of current configuration file.

5. Default Route Alarm: If you have no default route, it will have an alarm here.

»  Opreation Steps:

Step 1-If you find the ‘Alarm’ turn to be red or twinkle, please click it to check. (Normal status is black)

I_\’Uyle EG @wEs Administrator: admin [ Setup Wizard &, Cookbook /% Alarm 2 Online Service 2 Log Out
Y
U
i Homepage Homepage
L Network Status CPU:20.4% Memory Usage: 61.8% Disk Space:0.12% Online Users: System Time: 2017-9-29 16:45:41
- [ — — ——— 1 EG2000CE-I EG RGOS 11.1(6)B19,
Flow Release(04211810) Details

Setup Wizard

Interface: | All Interfaces ¥ Tl © Total:2048MB  Used:126648MB  Free:781.52MB |a(e5 Over last 1h,Downlink Traffic peak value is 7.18Mbps (2017-09-29 16:17:50)

AU Tnmrfmmnr Toaffic Crummranms | i Tz =

Step 2-You can see which kinds of alarm appear; the alarm item will turn to be red either. Green means all are normal, just
like the following picture.
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Flow Attack Alarm

No alarm log unread

Historical Alarm

Signature Database Alarm

No alarm log unread

SATA Disk Alarm
SATA disk operational

Config File Alarm
Config file size: 10.3KB

Default Route Alarm

1 default route(s) available

3.8 System Log View and Export

Click ‘Advanced’, choose ‘System Log’, choose ‘System Log’. If you want to view syslog, you should click ‘Update’ and then

start scanning it.
You can export syslog by click ‘Export Log’, it will packet the log information and download in your computer.
Note:

1. Sever Log: You can associate EG to your log sever by configuring this function. In that case, your log server will record
designated log by you.

2. Local Log: You can save flow-log or NAT-log in the disk of device.
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System Server Log Local Log s
ystem Log \

Upgrade Syslog Config

Sy o

s after-sales ar

ate problems.

Administrator
[ISyslog Config Switch

EAEETN—

Syslog (show log)

Issue Collection

Connectivity
Detection

Schedule

Central *Sep 29 16:42:28: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet 0/6, changed state to up.
Management

VRRP *Sep 29 16:42:28: %LINK-3-UPDOWN: Interface GigabitEthernet 0/6, changed state to up.

*Sep 29 16:34:51: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet 0/6, changed state to down.
System Log

*Sep 29 16:34:51: %LINK-3-UPDOWN: Interface GigabitEthernet 0/6, changed state to down.

Report

*Sep 29 16:30:53: %5YS-5-CONFIG_L: Configured from console by console

*Sep 29 12:44:43: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet 0/0, changed state to up.

*Sep 29 12:44:43: %LINK-3-UPDOWN: Interface GigabitEthernet 0/0, changed state to up.

3.9 Change Password

Note: Device only has web management password when leaving factory. Default user and password are ‘admin’ for web

management.

»  Use WEB to change password

Normal Cable =
)

|
PC Gi0/O

Click ‘Advanced’, choose ‘System’, and choose ‘Change Password’. You can change your web management and telnet

password here. CLI privileged mode password is the same as telnet password, if you don’t set other configurations by CLI.
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IZ VT XCIIl @\/c6 Administrator: admin B setup Wizard & C

Hl'_rfw System Change Password Restart Factory Reset Backup System Time Enhan

Upgrade

Note: User adkin has all permissions to configure and view device information.

Administrator

Login Password Settings

Issue Collection
User Name: admin

Connectivity
Detection New Password:

Schedule Confirm Password:

Central

Management S5 o=

VRRP
Telnet Password Settings

Zvstem Log
New Password:

Report

Confirm Password:

Save Clear
»  Use CLI to change password
Console Port
Console Cable - 4
\< [ =},
MNormal Cable
PC Gi0/0
Ruijie#configure
Ruijie(config)#webmaster level 0 username admin password ruijie /Ichange admin password as ruijie
Ruijie(config)#enable secret ruijie /lchange privileged mode password as ruijie
Ruijie(config)#line vty 0 4
Ruijie(config-line)#password  ruijie /lchange telnet password as ruijie

Ruijie(config-line)#end

Ruijie#write
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3.10 Administrator Authority Setting

Note:
1. If your company has many administrators, in charge of different functions. You can use this function to configure.
2. These administrators can use web to login, but can not login by telnet.

3. These administrators can change their own passwords, but can not change admin’s password. If these new administrators

foreget their passwords, you can login admin to reset.

AN
U System

Y Administrator

Upgrade (+Add Admin Y€
Administrator User = Add Admin %

" Issue Collecti¥n Input user name for new administrators.

User Name: %
Connectivity Input password for new administrators.
Detection Password: %
Show No..|10 | Total Count.0 Confirm password.
Schedule Confirm Password: #
Central Permission; + [MCJAIl Pages

Management
Distribute appropriate permissions.

VRRP N

System Log

Report

You can click ‘edit to reset password. Only inputting a new password and then confirming is ok.

=+ Add Admin
User Name Action
Arran MDelete
Show No.:|10 | Total Count:1 First 4 Pre 1 Next » Last 1
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4 EG Quick Start

4.1 EG2100-P Quick Start Guide

4.1.1 Setup via EG local Web

1) Modify the IP address of PC.

IP address: 192.168.1.x (except 192.168.1.1)

Subnet mask: 255.255.255.0

Default gateway: 192.168.1.1 (default LAN IP)
2) Connect the PC to any port (except WANO) on the device.
3) Visit http://192.168.1.1 by Chrome browser.

| 19216811

Easy Gateway

Multi-Function, Easy Management, Low
Cost

Internet Explorer 10/11, Google Chrome, Firefox
Recommended

[ Please enter the username ‘

Please enter the password

Forgot password?

»

4) Enter the username and password on the login page and click “Log In”.
Default Username: admin

Default Password: admin

5) Change the password at the first login.
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Ruijie EG2100-P Config Wizard

Please reset the admin password.

User Name: admin

New Password: l

Confirm Password:

Select a scenario.

Ruijie EG2100-P Config Wizard

] O]

Reset Pwd Scenario

Select Scenario

General S&M Enterprise
Applicable to all scenarios. Applicable to small &

medium sized enterprises.

preVEous “

Configure the WAN port (DHCP, Static IP or PPPoE).
It is not recommended to change the IP of LAN port; otherwise, you may need to log in and configure again. After wizard

completes, you can configure LAN port on the interface configuration page.
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Ruijie EG2100-P Config Wizard

o o ®

Reset Pwd Scenario Interface

Gio/0

WAN Port: n
WANO

WANO(GI0/0) : Static IP Address v

Static IP Address
Interface IP: PPPoE - | Submask - | Next Hop
|DHCP
Gioy2
LAN Port:
LANZ-LANT
LAN2-LAN7(Gi0/2): 192.168.1.1 - | 255.255.255.0
Previous

Ruijie EG2100-P Config Wizard

o ] ]

Reset Pwd Scenario Interface

\"'f
> N
[4))
Delivering...Please do not perform any operation,
. 10%

6) Click Dashboard to open the homepage, or click Interface to enter the interface configuration page. If the WAN port is
connected to the Internet, you can access the Internet now and add the EG to the Cloud.

Ruijie EG2100-P Config Wizard

Reset Pwd Scenario Interface

Operation succeeded.

Dashboard
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4.1.2 Setup via Mobile App (Recommended)

4.1.2.1 Configure WAN Uplink Port

1) Connect AP710 to any of LAN1-LAN7 ports on EG2100-P. After AP is powered on, it will broadcast the default SSID:
RJ-xxxxxx (xxxxxx is the last six digits of EG2100-P SN).

2) Launch Ruijie Cloud App, tap Tool menu, and tap Gateway Setup to start the Gateway Quick Setup, as shown below:

Tool

Q s

PaE Calculator FAQ Tutorial

@ ' =
[=ceee]
Inspection Planning Gateway Setup

[=]
[=T=]

Ruijie Cloud Praduct

b @

Marketing Teol

3) Log in with the default account (username: admin, password: admin).
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& Gateway Quick Setup < Gateway Quick Setup

Power on the device and connect the AP to any
port(except WANO) on the device.

Access the WiFi network(SSID) RJ_XXXXXX. XXXXXX
indicates the last six digits of the device S/N code.
Next

On the login page,
enter the default username admin and password admin.

Start @

< Gateway Quick Setup

EasyGate

Multi-Function, Easy Management, Low
Cost

Please enter the username ¢ ) ‘

Please enter the password 1N l

4) Reset the Web management password, and tap Next (Note: This password is required when you add EGs by scanning the
QR-code).
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“ Gateway Quick Setup

Ruy J&  EG2100P Config Wizard

®

Reset Pwd

Please reset the administrator passwor

User Mame:  admin

New Password

Confirm Password:

IR

5) Select a Scenario. If you select the S&M Enterprise, Flow Control Configuration will be added to the wizard. Here you can

just tap Next to enter the Interface settings.

& Gateway Quick Setup

l?u,l J€&  EG2100-P Config Wizard

o

Reset Pwd Scenario

Select Scenario

General S&M
Applicable to all Enterprise
scenarios. Applicable to small &

medium sized

enterprises.

Previous .ia.
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6) Configure the WAN port (PPPoE, Static IP or DHCP), tap Next and wait for about 5 seconds until a success message is
displayed. (Note: After the message is displayed, EG will restart).

< Gateway Quick Setup

Ru,; [T=4 EG2100-P Config Wizard

o o  ©

Reset Pwd Scenario Interface

G0/O

waN Port: BN

WANO
WANO(GI0/0): | DHCP v

G2

Lanport: IR

LANZ-LANT

Gateway Quick Setup

&« Gateway Quick Setup

I?Uyle EG2100-P Config Wizard I_(’Uyle EG2100-P Config Wizard

o ]

Reset Pwd Scenario Interface

®

Finish

o

Reset Pwd Scenario Interface

o

Finish

\\.,/
“v (A

Delivering...Please do not perform any Operation succeed! Now you can add
operation. and manage the gateway in Ruijie

I Cloud.

7) The initial configuration complete. Now you can create the network and add devices on App.
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4.1.2.2 Add Network and Device

1) Open the Ruijie Cloud App, tap Create Network, and enter the network name and SSID.

G Ruijie Cloud P <  Create Network

Dashboard My Networks

Networks Devices Clients

12 0/15 0

Network: |
SSID: @Ruijie-WiFi
A Total Alarms: 5 New Alarms: 3

Encryption:

~
15‘

DEVICES

,))

[53)

2) After the network is created, enter the network and tap Add Device to add AP and EG2100-P by scanning the QR code (AP
SN/MAC) on the back of the device. (Note: When adding an EG, you need to enter its Web management password.)
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Demokit

6 RUIJIe ClOUd o Create Network

Network Quality: —

Dashboard My Networks ‘
HK-Demo S % /’50 @Ruijie-WiFi

Internet

tytfgh 0 0/0
= 0 devices added
Demo ] 22
hill_test 0 0/0
Ruijie-ID 0 0/0

RuijieEAP1 0 0/0 5 @ m @ @

Add Device Inspection Optimization Monitoring
I 7201 Roamina - . @ e1s — oo
o — i = < 0 oo
[T = 1] =
f Alarm Upgrade WiFi Settings More

Ruijie Cloud

<  Add Device

Align QR Code within frame to scan

oo
ar o]

Scan QR Code Add Manually

3) Wait for about 3 to 5 minutes, and you can see the online status of AP and EG devices.
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C

D

® |nternet
| 20 @Ruijie-WiFi

1/1

00

® EG2100-P

® AP710

= 1 Online Clients

@ G & ©

Add Device Inspection Optimization Monitoring
«
@ b1 = oo
<~ 0 00
Alarm Upgrade WiFi Settings More

The SN/MAC QR-Code demo on the back of AP:
= o i |

Wireless Access Pont

Mocel RG-AP710
Versien V121
-—_ Power  PoE == 48V, 0 3A/DC = 524 -

c ®
v Gl 1

4C0.LTD,

AP SN/MAC QR-Code

o SR \ '
- &

LAN1/PoE  DCm=sV

41.2.3 Access EG Web from Cloud

1) After an EG comes online on the Ruijie Cloud, you can visit its eWeb page for advanced configuration. Select the EG in the

Gateway List, and click eWeb.
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Ruijie (i MONITORING CONFIGURATION

MAINTENANCE

testing Time Zone

| Gateway List

- |1 selected B

% saws e Alas MOMT 1P MAC Public 1P Oroup Fimware Version Offline Time Mocel

©online HINSCOM000172 E62I0P 192168302 50059367 eddf V254333 testing  EG_RGOS 11 I(NBNISY, E62100-P

CLIENT

2) After the tunnel is created, the Web management page will open automatically, as shown below:

Message

©

The tunnel is created successfully and the eWeb

System IS connected.

Ifthe browser can not access the eweb systam
1. please allow the browser to pop up windows
2 please check if the proxy is turnad on

Ifthe web configuraticn page doss not open automatically, please
click here to cpen the configuration page:

Click here tore-create the tunnel

3) If the following information is displayed, click Proceed to enter the eWeb system.

<« C A Notsecure | bHps://35.197.154.21%:11267/autologin.phpikey=dXNlcmShbWU SYWR taWdme GFze3 dvemQ@cnvpamlIMTlz h* 4 e

A

Your connection is not private

Attackers might be trying to steal your information from 35.197.154.215 (for example,
passwords, messages, or credit cards). Learn more

MET::ERR_CERT_AUTHORITY_IMVALID

[l Help improve Safe Browsing by sending sorme systern information and page content to Google,

Privacy policy

Hide advanced

This server could not prove thatitis 35.197.154.215; its security certificate is not trusted
v wour computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection,

Proceed to 35.197.154.215 (unsafe)
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C A Notsecure | htpsy/35.187.154.215:11267/main.htm o o

e
Ru’]’e E G Scenario: S&M Enterprise @ = Config Wizard £ Online Service Hi, admin ~

Dashboard

Common Function (S&M Enterprise)

Flow Control  Behavier Policy PN Local Server Auth

Interface Info Device Info

wh:on e o CPU Usage: 26.7%
WAND LANZ-LANT Memory Usage: 224%
=] m Online Users: 0

System Time: 2019-3-25 23:57:42
EG2100-P EG_RGOS 11.9(13B1151,

Traffic Summary Releasei06142521) Detalls

Interface: |All Interfaces v Time: “ All Interfaces over |ast 1h, Downlink Traffic peak value Is 0.00Mbps
All Interfaces Traffic Summary Downlink Traffic ¥
Expand... 1.00Mbps
0.80Mbps
0.60Mbps
0.40Mbps
0.20Mbps
0.00Mbps
23:00 23:05 23:10 2315 23:20 23:25 23:30 23:35 2340 2345 23550 23:55
Before Flow Control Passed Traffic
Model: EG2100-P Web Version: 2018.8.2019 Details ©2000-2019 Ruijie Networks Ca, Ltd Service Portal | Service Mail | Official Website | Online Service

4.2 EG3000 Series Quick Start Guide

4.2.1 WAN Uplink Quick Setup

1) Modify the IP address of PC.

IP address: 192.168.1.x (except 192.168.1.1)

Subnet mask: 255.255.255.0

Default gateway: 192.168.1.1 (default LAN IP)
2) Connect the PC to any port (except WANO) on the device.
3) Visit http://192.168.1.1 by Chrome browser.
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| 192.168.1.1

Easy Gateway

Multi-Function, Easy Management, Low
Cost

Internet Explorer 10711, Google Chrome, Firefox
Recommended

l Please enter the username ]

Please enter the password

Forgot password?

4) Enter the username and password on the login page and click “Log In”.
Default Username: admin

Default Password: admin

5) Change the password at the first login.

Ruijie EG3250 Config Wizard

®

Reset Pwd

Please reset the admin password.

User Name: admin

New Password ‘:\ l

Confirm Password:

Select a scenario.
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Ruijie EG3250 Config Wizard

o O]

Reset Pwd Scenario

Select Scenario

General S&M Enterprise
Applicable to all scenarios Applicable to small &

medium sized enterprises.

frevious “

Configure the WAN port (DHCP, Static IP or PPPoE).
It is not recommended to change the IP of LAN port; otherwise, you may need to log in and configure again. After wizard

completes, you can configure LAN port on the interface configuration page.

Ruijie EG3250 Config Wizard

] ] - ®

Reset Pwd Scenario Interface

Gife Gio/7 GiD/9

WAN Port: ? “ “

6(GI0/6) : Static IP Address v
Static IP Address

Interface IP: PPPOE - | Submask - | Next Hop
{DHCP

Gil/0 Gio/1 Gily2 Gi0/3 Gin/4 Gil/s TeQf0
nror M W M W W
1 7 3 4 5 BF{SFP|SFP+

OMGMT

OMGMT(Gi0/0): 192.168.1.1 - 255.255.255.0

Previous

Ruifie EG3250 Config Wizard

o (] o O]

Reset Pwd Scenario Interface Finish

\\l/:.
I'l\\

Delivering...Please do not perform any operation.

B -
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6) Click Dashboard to open the homepage, or click Interface to enter the interface configuration page. If the WAN port is
connected to the Internet, you can access the Internet now and add the EG to the Cloud.

Ruifie EG3250 Config Wizard

Reset Pwd Scenario Interface Finish

©

Operation succeeded.

Dashboard

4.2.2 Add Device to Ruijie Cloud

1) Open the Ruijie Cloud App, tap Create Network, and enter the network name and SSID.

<  Create Network
6 Ruijie Cloud © Create Network

Dashboard My Networks " Set up a new netwol

Networks Devices Clients

12 0/15 0

Network: |
SSID: @Ruijie-WiFi
A Total Alarms: 5 New Alarms: 3

Encryption:

Devices

15 %

DEVICES

R

- h

2) After the network is created, enter the network and tap Add Device to add AP and EG3250 by scanning the QR code (AP
SN/MAC) on the back of the device (Note: There is no QR code behind EG3000UE/XE, so please manually enter SN). When
adding an EG, you need to enter its Web management password.
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Demokit

6 RUIJIe ClOUd o Create Network

Network Quality: —

Dashboard My Networks ‘
HK-Demo S % /’50 @Ruijie-WiFi

Internet

tytfgh 0 0/0
= 0 devices added
Demo ] 22
hill_test 0 0/0
Ruijie-ID 0 0/0

RuijieEAP1 0 0/0 5 @ m @ @

Add Device Inspection Optimization Monitoring
I 7201 Roamina - . @ e1s — oo
o — i = < 0 oo
[T = 1] =
f Alarm Upgrade WiFi Settings More

Ruijie Cloud

<  Add Device

Align QR Code within frame to scan

oo
ar o]

Scan QR Code Add Manually

3) Wait for about 3 to 5 minutes, and you can see the online status of EG device.
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EG_Test

® Internet

2O £ _Test

® EG3250

e D

® S2910-24..

Unknown ® AP110-L ® AP210-L AP630(10.

[ 0 Online Clients

@ @) e @

Add Device Inspection Optimization Monitoring
-3 @
@ S — [na]
< = (=35

Alarm Upgrade WIFI Settings More

4.2.3 Access EG Web from Cloud

1) After an EG comes online on the Ruijie Cloud, you can visit its eWeb page for advanced configuration. Select the EG in the
Gateway List, and click eWeb.

Ruiie &5

DASHBOARD

ALARM

Gateway List
It ANALYSIS 1 Selected
Status 2 SN Alas MOMT 1P MAC Public 1P Oroup Firmware Version Offtine Time Mocel

®0nine INSCOMOONT, ES2100.7 192168302  BO0GSSGTeddl  1I25433N3  Mesting  EGRGOS T19()BIISY, Release(06142521) 90325203500 EG00-P

2) After the tunnel is created, the Web management page will open automatically, as shown below:
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Message

©

The tunnel is created successfully and the eWeb
System IS connected.

Ifthe browser can not access the eweb systam
1. please allow the browser to pop up windows
2 please check if the proxy is turnad on

Ifthe web configuraticn page doss not open automatically, please
click here to cpen the configuration page:

Click here tore-create the tunnel

3) If the following information is displayed, click Proceed to enter the eWeb system.

<« C A Notsecure | bHps://35.197.154.21%:11267/autologin.phpikey=dXNlcmShbWU SYWR taWdme GFze3 dvemQ@cnvpamlIMTlz h* 4 e

A

Your connection is not private

Attackers might be trying to steal your information from 35.197.154.215 (for example,
passwords, messages, or credit cards). Learn more

MET::ERR_CERT_AUTHORITY_IMVALID

[l Help improve Safe Browsing by sending sorme systern information and page content to Google,

Privacy policy

Hide advanced

This server could not prove thatitis 35.197.154.215; its security certificate is not trusted
v wour computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection,

Proceed to 35.197.154.215 (unsafe)
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—_——
Ruijie E Scenario: General @ [ ConfigWizard % Online Service  Hi, admin v
ey _—
H;’]e Dashboard Dashboard
Gardn Interface Info Device Info
™, W of CPU Usage: 2.7% Memory Usage: 31.2%
1 37 25 Szt OMGMT 1 2 3 r 5 6 7 BF(SFP|SFP+) Online Users: 3 Disk Space: 0.21%

™ ™ . ™ ™ ™ [=] =] ™ System Time: 2019-5-20 18:4:55
EG3250 EG_RGOS 11.9(1)B1151,
Release(06161713) Details

9F(SFP)

Traffic Summary

Interface: | Al Intertaces + | Time: [EGE All Interfaces over last 1h, Downlink Traffic peak value is 1.73Mbps (2019-05-20 17:26:00)
All Interfaces Traffic Summary | Downlink Traffic ¥
2.00Mbps
1.50Mbps
1.00Mbps
0.50Mbps
0.00Mbps
17:05 17:10 17:15 17:20 17:25 17:30 17:35 17:40 17:45 17:50 17:55 18:00
Befors Flow Contral [Passed Traffic
Device Downlink ¥ | TOP10 Usage | All Interfaces ¥ < Detaills>>  App |Downlink ¥ |Traffic TOP10 |All Interfaces ¥ = Details>>

5 Basic Function Configuration

5.1 WAN Load Balance

The load balancing function distributes the data to multiple WAN interfaces to avoid the traffic congestion and provide
redundancy.
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Network Topology

132.246.27.32/24
Bandwidth: 100M

WANQO: 132.246.27.31/2
EG Security Gateway

Gi0/2:192.168.1.1/24

192.168.1.0/24

Configuration Key Points

1. Configure IP address of the WAN ports and default routes.
2. Enable the load balancing policy.

3. Customize interface weight to ensure that traffic goes through the different egress according to weight.

Configuraiton Steps

Step 1: Configure WAN 0
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Scenario: General @ @ Config Wizard £ Online Service Hi, admin v

Interface Basic Settings Multi-PPPoE Interface Conversion Link Detection

Route/Load

Tip: Click the interface to configure it The DHCP interface does not support line escape of link detection
Tip: Gi0/0 corresponds to WANO, Gi0/2 corresponds to LANT-LAN7. LANT/WAN1 corresponds to Gi0/2.
DNS Settings

AnylIP: Anylp is used to simulate the gateway to respond 1o all ARP requests and generate direct routes for users, allowing them to access Internet without changing configuration.
)
Flow VPN
| Panel
& NAT/Port
2 Mapping
apping WANO  LAN2  LAN4  LANG

sehavio
b Ruijie @ ~iCIr RG-EG2100-P

DHCP

)

3 WAN  LAN  Bridge Bridge

Bridge  Bridge  Bridge  Bridge Pog

o2 B @ B rowered-on

B powered-off

Statu

LANT  LAN3  LANS  LAN7

Click the interface to configure it.

| WAN Config Static IP Address * l

WANO(GIO/O)Port-IP Address:

dvanced

Submask: | Next Hop IP: | -
Description: ‘
MAF Addvace: [annar anas -0 (Example: 00d0.f522.1234)

92.168.1.1/tab.htm

DHCP

LAl LA &l a [} [0

WAN LAN  Bridge Bridge
Bridge  Bridge Bridge  Bridge PoE

o 2 =

LANT LAN3 LANS LANT

Resot

W powered-on
8 Powered-off

Click the interface to configure it.
letwork

| WAN Config |Static IP Address v

WLAN
WANO(GIO/0)Port-IP Address: \1 12.246.27.31 &

dvanced

Submask: |255,255.255.0 " Next Hop IP: |132.246.27.32 "

Description: ‘(onnerted to ISP A

MAC Address: ‘l!(l()ﬁ‘ﬁMl.rh)n (Example; 00d0.f822. 1234)
Downlink Bandwidth: ‘l()() Mbps (Range: 0.5-10000). Default: 10,
Uplink Bandwidth: ‘IO() Mbps (Range: 0.5-10000). Default: 10.

Default Route: ¥Enable
NAT: ®Enable

Sre In Sre Out: @Enable @

Cancel ‘ Sub Interface

Step 2: Change the LAN1 port to WAN port
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I_(’Uyle EG Scenario: General @ @ Config Wizard 4 Online Service Hi, admin v

Interface Basic Settings Multi-PPPoE Interface Conversion Link Detection

te/Loe o :
Route/Load Tip: This page supports layer 2/3 interface conversion and LAN/WAN canversion. Ports 1-7 support PoE power supply.

ommon 1. Layer 3 interfaces are divided into LAN and WAN, supporting Layer 3 forwarding and routing.
DNS Settings

2. Layer 2 interfaces support partial layer 2/3 interface conversion and can be used to connect the switches of internal network.

The figure displays all the interfaces on the front-panel and provides functional options,

VPN
Flow Note: After clicking Save, please restart the device to activate settings. Afterwards, you can configure the corresponding interface on the Interface page.
Only Gi0/1 supports port conversion, @
NAT/Port
Mapping
I Panel
DHCP
— 5-F .
Ruijie o 7% P & RG-EG2100-P

WAN LAN Layer2  Layer2

Status PoE
(e ® | = o S
o) W rower-ON
Layer Layer2 Layer2  Layer2

58 power-Off

Layer 2 |
LAN
Click the dropdown list to covert thd il
:
dvanced
Madel: EG2100-P Web Version: 201802010 Details ©2000-2019 Ruiiie Networks Co.. Ltd Service Portal | Service Mail | Official Wehsite | Online Service |

Step 3: Configure WAN 1
PR "SI

WAN  LAN  Bridge Bridge

WAN  Bridge Bridge  Bridge Pok
Resot o
5 (2] & 2 = B sowered-on

WANT LANZ LANS LANT7 Q Powered-off

Gy | DHCP

Security

Click the interface to configure it.
Network

= | WAN Config  Static IP Address » ‘
WLAN
WAN(GIi0/1)Port-IP Address:

58.63.60.31

Advanced

Submask: |255.255.255.0 o Next Hop IP: |58.63.60.32 "

Description: ‘(onnerted to ISP B

MAC Address: [8005.8841.ch21

ample: 00d0.1822. 1,

Downlink Bandwidth:

50 Mbps (Range: 0.5 10000), Default; 10

Uplink Bandwidth;

50 Mbps (Range: 0.5 10000), Default, 10,

Default Route: @Enable
NAT: ®Enable

Sre In Sre Out: ®iEnable @

Cancel Sub Interface

Step 4: Enable Load Balance
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Ruijie EG

N
L

Home

ommon

Flow

()

Behavior

)

Security

User

®

Network

WLAN

dvanced

Interface Policy-Based Route IP-Based Route Load Balance

Route/Load Load Balance Settings

DNS Settings

Load Balance: ¥ [nable
VPN
[View Load Balance Cffect)

[Custom Interface Weight]

NAT/Port
Mapping

DHCP

Model: EG2100-P Web Version: 2018.9.20.19 Details

Step 5: Configure the interface weight

Ruijie EG

N
J

Home

Commor

Interface Policy-Based Route |P-Based Route Load Balance

Route/Load Load Balance Settings

DNS Settings
Load Balance: ¥ [Enable

VPN
[View Load Balance [ffect]

NAT/Port
Mapping

DHCP

[Custom Interface Weight]
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Scenario: General @

@ Config Wizard

A Online Service

Load Balance: Allocate traffic to different links according to the policy, (It takes effect only on the interface configured with IP-based route,)Click Enable, and the traffic will be allocated automatically.

Hi, admin v

©2000-2019 Ruijie Networks Co., Ltd Service Portal | Sewvice Mail | Official Website | Online Service |

Scenario; General @

@ Canfig Wizard

A Online Service

Load Balance: Allocate traffic to different links according to the policy, (it takes effect only on the interface confiqured with IP-based route,)Click Enable, and the traffic will be allecated automatically,

Hi, admin v
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—_—
Ruyle EG Scenario: General @ @ Config Wizard ~ # Online Service Hi, admin v

N
I\Lﬁ\ Interface Policy-Based Route IP-Based Route Load Balance

ome

Route/Load Load Balance Settings
72 View the interface weight. - Google Chrome = m] X
Load Balance: Allocate traffic to e allocated automatically.

DNS Settings

A Not secure | 192.168.1.1/route_pi/milb_ welght view.htm
Load Balance

VPN Tip: By default, the multi-link load balance regards the bandwidth value as its weight value. Users can change the weight in the
following conditions. If the bandwidth usage of an interface is small/large, please increase/decrease its weight so that to
NAT/Port increase/decrease the bandwidth usage.
Mapping
DHCP Interface: l Gi0/0 v
Security
Weight: |5 (140000000, Default: 100000)
Add
Interface Weight Action
Show No.: 10 + Total Count:0 I4First 4Previous 1 Next Last M \ 1 ‘
dvanced
Model: EG2100-P Web Version: 2018.9.20.19 Details 020002019 Ruiile Networks Co. Ltd Service Portal | Service Mail | Official Website | Online Service |
—
luyle EG Scenario: General @ 13 Config Wizard 2% Online Service Hi, admin v
oy
H}ﬁ\.- Interface Policy-Based Route IP-Based Route Load Balance
= Route/Load Load Balance Settings
72 View the interface weight. - Google Chrome = m] X
[Common - Load Balance: Allocate traffic t e allocated automatically.
DNS Settings il A Not secure | 192.168.1.1/route _pi/milb_weight view.htm L
| Load Balance
Flow RN Tip: By default, the multi-link load balance regards the bandwidth value as its weight value, Users can change the weight in the
following conditions. If the bandwidth usage of an interface is small/large, please increase/decrease its weight so that to
&y NAT/Port increase/decrease the bandwidth usage
3 Mapping
Behavior
O DHCP Interface: | Gio/1 v
Security
Weight: |5 Y (140000000, Detault: 1000000)
Interface Weight Action
GigabitEthernet 0/0 5 (Default: 100000) Delete
Show No.: 10 v | Total Count:1 I4First 4Previous 1 Next  Last ¥ 1
Model: EG2100-P Web Version: 2018.9.2019 Details ©2000-2019 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service
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Configuration Verfication

Ruyle EG Scenario: General @ @ Config Wizard %% Online Service Hi, admin v

A
| I‘L“Jl ] Interface Policy-Based Route IP-Based Route Load Balance

= Route/Load Load Balance Settings

ommon DNS Settings Load Balance: Allocate traffic to different links according to the policy. (It takes effect only on the interface configured with IP-based route.)Click Enable, and the traffic will be allocated automatically.

[ Load Balance:
VPN

Enable

Flow

[View Load Balance [ffect] | [Custom Interface Weight]

#] NAT/Port
G Mapping
Behavior

DHCP

WILAN

dvanced

Model EG2100-P Web Version: 2018.9.20,19 Details ©2000-2019 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service |

—

RUljle EG Scenario: General @ @ Config Wizard Online Service Hi, admin v

Fas
HLK;J] Interface Policy-Based Route IP-Based Route Load Balance

ome

Route/Load Load Balance Settings
72 View Load Balance Effect - Google Chrome = m] X
Load Balance: Allocate traffic to e allocated automatically.

DNS Settings ® Not secure | 192.168.1.1/route_pi/fast_are view.htm
Load Balance

VPN Note: Click here to view the load balance effect.

ml{,’fﬁ: I Load Balance Effect
DHCP Interface Matched Flow
GigabitEthernet0/0 3
GigabitEthernet0/1 3
Show No.. 10 v | Total Count:2 IFirst 4Previous 1 Next Last M 1 ‘

The load balance takes effect successfully.

0-F Vel 1 118.9.20,19 Details ©2000-2019 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service

5.2 DHCP Configuration

Step 1-Turn on ‘DHCP’ service in ‘Network-DHCP'.
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AN
J Interface . i i
Home __E?Elﬂgs_'--m__ Static IP Address User List
SUPER-VIAN [Tl )
o N Y,

Fllj:] W —
Route/Load \

DNS Settings

VPN

NAT/Port
Mapping

DHCP

Step 2-Click ‘Add DHCP'.

@ WEB Administrator: admin & Setup Wizard & Cookk

Interface Settings Static IP Address User List

SUPER-VLAN +Add DHCP X Delete Selected DHCP () Excluded Address Range DHCP:m

Route/Load / Name IP Address Range Default Gateway Lease Time

DNS Settings
No Record Found

VPN

NAT/Port Show No.: |10 v | Total Count:0
Mapping

DHCP

Step 3-Set necessary configuration, such as ‘DHCP Pool Name’, ‘Subnet’ and so on. Then click ‘Save’.

Note: You can also set option 43 or 138 for wireless AP getting AC’s IP address here.
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= Add DHCP >
Pool Name: | Test -
Subnet: |192.168.1.0 * Format: 192.168.1.0
Mask: | 255 255 255.0 * Format: 255 255 255.0
Default Gateway: |192_168.1 .1 * Format: 192_168.1.1
Lease Time: @ Permanent O Lease Time d h
min *
Preferred DNS Server: (192 168_58.110 *Format: 114.114.114.114

Secondary DMS Server:

Step 4-Set ‘Excluded Address Range’ to retain some IP address for servers or others if necessary.

:En'ngs SLEILIL L VU S oLl LIaL

-|-Add DHCP X Delete Selected DHCP (Z) xcluded Address Range DHCP:m

Name Address Range Default Gateway Lease Time DNS
Test 107 162 1 1.192 1R8 1 254 199 168 1 1 Permanent 197 168 58 110
ShowNo. |10 v | TotalCou = Excluded IP Range X

Excluded Address Range: Excluded addresses will not be allocated to the client. The excluded address range
is formatted as 1.1.1.1-1.1.1.30. Entering only 1.1.1.1 indicates one single

excluded address.

Excluded IP Range1: 192 168.1.1 - |192.168.1.10 +

Step 5-Test it, clear your PC IP address and change IP address getting way to automatic getting. Click ‘User List’, if your

operation is effective, you will see your PC in this list.
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Settings Static IP Address User List

J3Bind MAC to Dynamic IP

u IP MAC

= 192.168.1.11

Show No.* Total Count-1 \

5cf9.dd56.6¢19

\

Lease Time

& EXy

Allocation Type

Search by IP Address:

Permanent Dynamic Allocation

N -

First 4 Pre 1 Next Last

Added Step: If you want to give some terminals designated IP addresses from DHCP pool every time, you can configure

‘Static IP Address’ for them.

rettings Static IP Address User List
%dd Static Address X Delete Qelected Address

Client Name Add Static Address

Client Name:
Client 1P:

how No.:|10 | Total Cou
Mask:

Client MAC:

Gateway Address:

DNS:
»  Use CLI configure DHCP
Console Port
Console Cable
[
Mormal Cable 7
PC Gi0/0

Command is as follow:
Ruijie>enable
Ruijie#configure ter
Ruijie(config)#service dhcp ------ >Set DHCP service enable.
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Ruijie(config)#ip dhcp excluded-address 192.168.1.1 192.168.1.10 ------ >Retain 192.168.1.1-192.168.1.10.

Ruijie(config)#ip dhcp pool Test ------ >Creat a DHCP pool named ‘Test'.

Ruijie(dhcp-config)#lease 0 1 0------ > Set lease time, '0 1 0’ means 0 day, 1 hour, 0 minute. Default lease time is 24 hours.
Ruijie(dhcp-config)#network 192.168.1.0 255.255.255.0 ------ >Set IP address section for DHCP pool.

*The following is static IP distribution in DHCP.

Ruijie(dhcp-config)# hardware-address 0026.b90b.a48a  ------ >Set terminal MAC address as ‘0026.b90b.a48a’.
Ruijie(dhcp-config)# host 192.168.1.150 255.255.255.0 ------ >Set static IP and Mask.

*The above is static IP distribution in DHCP.

Ruijie(dhcp-config)#dns-server 192.168.58.110 8.8.8.8------ >192.168.58.110 is major DNS server, 8.8.8.8 is backup.
Ruijie(dhcp-config)#default-router 192.168.1.1  ------ >Set gateway IP address.
Ruijie(dhcp-config)#end

Ruijieftwrite - >Save configuration.

5.3 DNS Configuration

»  Regular Configuration

Choose ‘Network’, choose ‘DNS Settings’, click ‘DNS Server’, add DNS server and save.

Rui'ji_é EG @wER Administrator: admin

A -
H%rfw Interface DNS Server DNS Proxy Smart DNS
SUPER-VLAN
[ DNS Serverl : 1192168.58.110 +Add
Route/Load
Save Delete All

DNS Settings

VPN

NAT/Port
Mapping

LiER

»  DNS Proxy
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1. Working Principle

If you turn on DNS proxy, EG LAN port will intercept DNS message. Replace destination DNS server IP address with others
which have been configured in WAN port. And then send the message to that new DNS server. That case, terminal will

associate to the new DNS server.
2. Effect

A. Realize load balance. When a link has loaded heavily, LAN port can intercept the message which destination DNS server
is in that link. And then replace destination with other DNS server not in that link.

B. Users can set DNS server in his PC freely. If a user set a wrong DHCP IP address, LAN port can intercept the message

and replace it with a right destination.
C. Detect faulty actively and switch to a new available DNS sever.
3. Operation Steps:

Step 1- Choose ‘Network’, choose ‘DNS Settings’, click ‘DNS Proxy’, choose ‘Basic Settings’.

Interface DNS Server DNS Proxy Smart DNS

SUPER-VLAN \

Basic Settings: The DNS agent function must be enabled if you want to make the function like DNS proxy, DNS blacklist and DN
Route/Load .

DME Whitelist: You can configure IP address and DNS server which will not be affected by the DMS proxy function.
goe Format: 192.168.1.1-192.168.1.150

DNS Settings

VPN Basic Settings DNS Blacklist DNS Whitelist

NAT/Port MNote: When the DNS proxy is enabled, the LAN client can configure the DNS freely without affecting the Internet connection. |
Mapping page after enabling the DNS proxy function.

DHCP Enable DNS Proxy on LAN Port®Gi0/0 (JGiO/1 (JGi0/2  [JGi0f3 [Gi0/4 [IGI0/f5

Enable DNS on WAN Port#Gi0/6  [IGi0/7

#ConfigureGi0/6Interface DNS:|192.168.58.110 211.97.104.129

Step 2-Choose your intranet gateway to intercept DNS message. (Take Gi0/0 as an example)

Step 3-Choose your extranet port (Take Gi0/6 as an example), and input correct DNS server IP address.The first one is

master server, the second one is backup server. And then click ‘Save’.
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IP Range Format: 19.2.168.1.1-192168.1.150

Note: When the DNS proxy is enabled, the LAM client can configure the DNS freely without affecting the Internet connection. Plea

page after enabling the DNS proxy function.

Enable DNS Proxy on LAN Porti«Gi0/0 (GIi0/1 (Gi0o/2 [Gi0/3 [Gi0/4 (IG5

Enable DNS on WAN Port«Gi0/6  (GIi0/7

Master Server Backup Server
#ConfigureGi0/clnterface DNS:|[192.168.58.110 211.97.104.129

DNS Proxy Statistics

Step 4-You can change DNS server IP address in your computer to test if you can succeed to access other websites.

Step 5-Add IP address into ‘DNS Whitelist’. This way, DNS proxy will not have an influence on these IP/IP range. DNS

whitelist effect is as the following picture.

Note: Itis necessary to set nexthop IP address in WAN port (Except getting IP address by dialer and DHCP). For example, if
Gi0/7 port needs to be set DNS proxy, you should set nethop IP address xxx.Xxx.Xxxx.xxx in Gi0/7.
Interface DNS Server DNS Proxy Smart DNS

SUPER-VLAN

Basic Settings: The DNS agent function must be enabled if you want to make the function like DNS proxy, DNS blacklist and DNS whitelist take effi

Route/Load

DNS Whitelist: You can configure IP address and DNS server which will not be affected by the DNS proxy function.
. IP Range Format: 192.168.1.1-192.168.1.150
DNS Settings

VPN Basic Settings DNS Blacklist w

Type: | IP/IP Range v 7 IP/IP Range:| B Add
NAT/Port
Mapping
Type DNS Whitelist
DHCP Show No.:|10 v | Total Count:0 First 4 Previous

> DNS Blacklist

Add IP address into ‘DNS blacklist’. This way, DNS proxy will intercept DNS response packet, and discard it. Generally

speaking, this function can prevent users from some malicious website attack.
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Interface DMNS Server DNS Proxy Smart DNS

SUPER-VLAN \

Basic Settings: The DNS agent function must be enabled if you want to make the function like DNS proxy, DNS blacklist and DP

Route/Load

DNS Whitelist: You can configure IP address and DNS server which will not be affected by the DNS proxy function.
IP Range Format: 192.168.1.1-192.168.1.150

DNS Settings
VPN Basic Settings DNS Blacklist DNS Whitelist
Rogue IP/IP Range: * W
NAT/Port
Mapping
IP/IP Range
NHCP Show No.: Total Count:0 F

5.4 Behavior Policies

5.4.1 Basic Settings
5.4.1.1 Enabling of All Audit Functions

Networking Requirements

1. The EG device serves as an egress and can access the Internet by using a static IP address. The LAN user gateway is
configured on the LAN port of the EG device, to implement the basic Internet access function.

2.  The WAN bandwidth is 10 Mbps, the WAN port address is 192.168.33.56/24, the WAN gateway address is
192.168.33.1, and the LAN is in the 192.168.1.0/24 network segment.

3. Users in the LAN business security group (192.168.1.2 to 192.168.1.100) are prohibited from accessing the Internet.

Configuration Key Points

Enable all audit functions on Basic Settings.

Configuration Steps

Choose Flow > Behavior Policy > Basic Settings and select all audit functions.
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Rugle EG @ER Administrator: admin T Setur

Traffic Basic Settings Advanced Settings
Monitoring

Enable Audit: ¥\Website WHTTPS Audit
Flow Control

Policy

S
Behavior Poli I
e App Blacklist User Blacklist Audit-Exempt User
Object
[HriEy um_j
¢
File Extension Website Audit-Exempt URL
Blacklist Blacklist/Whitelist

Configuration Verification

View audit records of services in behavior reports.

5.4.1.2 User Blacklist

Networking Requirements

1. The EG device serves as an egress and can access the Internet by using a static IP address. The LAN user gateway is
configured on the LAN port of the EG device, to implement the basic Internet access function.

2.  The WAN bandwidth is 10 Mbps, the WAN port address is 192.168.33.56/24, the WAN gateway address is
192.168.33.1, and the LAN is in the 192.168.1.0/24 network segment.

3. Users in the LAN business security group (192.168.1.2 to 192.168.1.100) are prohibited from accessing the Internet.

Configuration Key Points

1. Choose User > User to add users to be prohibited from accessing the Internet.

2. Choose Flow > Behavior Policy > Basic Settings and click User Blacklist.

Configuration Steps

Choose User > User > Common User and add the IP addresses of users to be prohibited from accessing the Internet.
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g "
Ruijie EG @WEB Administrator: admin @ Setup Wizard & Cookbook A\ Alarm A Online Service B Log Out

Common User Import/Export User Special User

User Structure Path: root

Behavior Policies: 0 records [ Details

dit Selected Search by Name v
~+Add User(IP Range)| =+Add Group

— IP/MAC Address &  Behavior Policy Details Action

— root

Name
Timit 192.168.1.3 S [ it [PEES
test 192.168.1.2 & | ai [

t 1

Show No.: 10 v Total Count:2 rst 4 Pre 1 Next

pi/user manage.html#

— Edit User X

User Name: ||imit
IP&AMAC: @|P Address (MAC Address (JIP&MAC (No IP Address
192.168.1.3 o
Permission: LJAllow Internal Web Auth [JAllow VPN Access

Move into: | root v

(0],4

Choose Flow > Behavior Policy > Basic Settings and click User Blacklist.

—_— . 4
Ruyle EG @\WEB Administrator: admin & Setup Wizard & Cookbook A\ Alarm 2 Online Service B Log Out
- - =3 E S
Traffic Basic Settings R Geltiigs 72 EasyGate - Google Chrome
Monitoring @ Fz=z= | 192.168.1.1/user_pi/user stopuser.htm
it: ) ite [ i
Enable Audit: ®\Website [JHTTPS Audit + Add Blacklisted User
= Add Blacklisted User X AC Address Action
Audit Report -
IE & l & Q 55 1 Next Last 1
ior Poli - Sanu
Behavior Poli SErS
¥ App Blacklist User Blacklist Audit-Exe
* D test
Object # [ admil
e war|
o '® v
File Extension Website Audit-Exe|
Blacklist Blacklist/Whitelist
Model: EG2000CE Web Version: 2017412,16 Details ©2000-2018 Ruijie Networks Co, Ltd | Official Website | Online Service | Community | Service Portal | Service Mail

Click Add Blacklisted User.
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Note: If the IP address of a blacklisted user is added to the audit-exempt user list, all applications of the user are limited by no

policy.
5.4.1.3 Website Blacklist

Networking Requirements

1. The EG device serves as an egress and can access the Internet by using a static IP address. The LAN user gateway is
configured on the LAN port of the EG device, to implement the basic Internet access function.

2.  The WAN bandwidth is 10 Mbps, the WAN port address is 192.168.33.56/24, the WAN gateway address is
192.168.33.1, and the LAN is in the 192.168.1.0/24 network segment.

3. All LAN users are prohibited from accessing the website www.baidu.com.

Configuration Key Points

1. Choose User > User > Common User and add users to be prohibited from accessing the website www.baidu.com.
2. Choose Flow > Behavior Policy > Basic Settings, click Website Blacklist/Whitelist, and click Blacklist Mode.

Configuration Steps

1. Choose Flow > Behavior Policy > Basic Settings and click Website Blacklist/Whitelist.

Traffic Basic Settings Advanced Settings
Monitoring

_ Enable Audit: ¥Website HTTPS Audit
Flow Control

Policy
o
Behavior Poli
S App Blacklist User Blacklist Audit-Exempt User
Object
File Extension Website Budit-Exempt URL
Blacklist Blacklist/Whitelist

2.  Click Blacklist Mode and add a website to the blacklist.
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72 Website Whitelist/Blacklist - Google Chrome =B 3
@ F== | 192.168.1.1/beh_audit_pi/beh_dropurl.htm

OBlacklist Mode O\Whitelist Mode

Only blacklisted websites are blocked Only whitelisted websites are allowed

Website: ® Select © Enter a URL

|Se|ect

Add

Website Delete
Violence Delete
Virus Delete
Adult Delete
Gambling Delete
Criminal-skills Delete) h

The URL categories displayed after clicking Select are default website classifications of the device. Alternatively, you can
click Enter a URL to enter a URL.

72 Website Whitelist/Blacklist - Google Chrome == & |
A F== | 192.168.1.1/beh_audit_pi/beh_dropurl.htm o7 ‘

OBlacklist Mode “'Whitelist Mode

Only blacklisted websites are blocked Only whitelisted websites are allowed

Website: ) Select  ® Enter a URL

|W.taobao.com

Add

Blacklisted Website List

Website Delete

tacbao.com Delete

ShowNo.: Total Count:1 MFirst 4Previous 1 Next Last M
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Keyword matching is adopted here. You only need to enter the keyword of the primary domain name to be blacklisted even if
there are secondary domain names or multi-level directories.

Configuration Verification

When a LAN user accesses www.baidu.com, a prompt is displayed, indicating that the user is prohibited from accessing this
website and needs to contact the website administrator.

5.4.1.4 Website Whitelist

Networking Requirements

1. The EG device serves as an egress and can access the Internet by using a static IP address. The LAN user gateway is
configured on the LAN port of the EG device, to implement the basic Internet access function.

2.  The WAN bandwidth is 10 Mbps, the WAN port address is 192.168.33.56/24, the WAN gateway address is
192.168.33.1, and the LAN is in the 192.168.1.0/24 network segment.

3. LAN users are allowed to access only the specified website www.126.com.

Configuration Key Points

1. Choose User > User and add user IP addresses.
2. Choose Flow > Behavior Policy > Basic Settings, click Website Blacklist/Whitelist, and click Whitelist Mode.

Configuration Steps

1. Choose Flow > Behavior Policy > Basic Settings and click Website Blacklist/Whitelist.

Traffic Basic Settings Advanced Settings
Monitoring
. Enable Audit: #/\Website HTTPS Audit
Flow Control
Policy
7 Audit Report ﬁ
Security
Behavior Poli
S App Blacklist User Blacklist Audit-Exempt User
Object
File Extension Website Budit-Exempt URL
Blacklist Blacklist/Whitelist

2.  Click Whitelist Mode and add a website to the whitelist.
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O Blacklist Mode

OWhitelist Mode
Only blacklisted websites are blocked

Only whitelisted websites are allowed

Website: ® Select ) Enter a URL

Select

Add

Whitelisted Website List [ Flexible Whitelist

Website Delete

keyUrlClass Delete

Show Nc:-.: Total Count:1 MFirst 4Previous 1 Next Last M

The URL categories displayed after clicking Select are default website classifications of the device. Alternatively, you can
click Enter a URL to enter a URL.
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< Website Whitelist/Blacklist - Google Chrome — | >
A T2 | 192.168.1.1/beh_audit pi/beh dropurl.htm

OBlacklist Mode OWhitelist Mode

Only blacklisted websites are blocked Only whitelisted websites are allowed

Website: ) Select @ Enter a URL

http://www.ruijienetwoks.com

Add

Whitelisted Website List /Flexible Whitelist
Website Delete

ruijienetworks.com Delete

ShowNo.: Total Count:1 First 4Previous 1 Next Last

Flexible Whitelist: After Flexible Whitelist is selected, some pictures not belonging to a whitelisted website can be normally

displayed when the whitelisted website is accessed. For the test process, see "Configuration Verification."

Configuration Verification

Test whether www.ruijienetworks.com can be accessed. The website can be normally accessed but other websites cannot.

<« C @ https://www.ruijienetworks.com B % O
Login = Register =~ Community Resources = Case Portal @ English Contact Us
? p—
’ ’j' E Home Solutions Products Support Trainings Partners About Ruijie

Resources Software Download Technical Documents Success Caseq] Survey With
Lucky Prizes

[3)) NEWS | Ruijie Creates New Experience for the Smart Venue Network of the 2019 Asian Cup ’\J' y )
i =
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The following figure shows the website displayed when Flexible Whitelist is not selected.

C @& https://www.ruijienetworks.com m%H v 6
Login  Register = Community | Resources = Case Portal English Contact Us (earen— )
Home Solutions Products Support  Trainings Partners  About Ruijie
NEWS | Ruijie Networks Solution Day 2019

With continuous innovation, we are committed to pro a customer-orien full suite of ICT solutions to help our customers face

the evolving ne ave the way for greater success

Simplified Campus
Network Plus
Solution

Cloud-based Guest
Wi-Fi Solution

The access to other websites is prohibited.

5.4.1.5 Audit-Exempt URL

Networking Requirements

1. The EG device serves as an egress and can access the Internet by using a static IP address. The LAN user gateway is
configured on the LAN port of the EG device, to implement the basic Internet access function.

2.  The WAN bandwidth is 10 Mbps, the WAN port address is 192.168.33.56/24, the WAN gateway address is
192.168.33.1, and the LAN is in the 192.168.1.0/24 network segment.

3. Al LAN users can access the audit-exempt website www.google.com.

Configuration Key Points

1. Choose User > User > Common User and add users who can access the audit-exempt website www.google.com.

2. Choose Flow > Behavior Policy > Basic Settings, and click Audit-Exempt URL to add audit-exempt URLSs.

Note: If you select Shield Invalid/Virus Websites in wizard-based setup or enable website access in default audit in Behavior
Policy, the system automatically delivers one audit-exempt website policy to exempt the websites of the unknown category
and system upgrade category from audit, to prevent junk data audit. The priority of the website audit exemption policy is high.
If you block the websites of the preceding two categories in Behavior Policy > Advanced Settings, the blocking may fail.

For example, a customer configures a behavior policy to block www.360safe.com, which belongs to the system upgrade
category by default. The website audit exemption policy has a higher priority and users can still access www.360safe.com
even if this website is configured in a different category. To avoid such a case: (1) Check whether the category of the website
www.360safe.com is correct. If no, contact R&D engineers. (2) Run commands on the CLI to delete the system upgrade
category from the website audit exemption policy. If you still want to exempt other websites of the system upgrade category
from audit, configure websites with priorities lower than that of the policy for blocking www.360safe.com on Advanced

Settings.


http://www.google.com/
http://www.google.com/
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../Documents/My%20Knowledge/temp/176806e6-ce5e-4ee4-8101-0f35fcbdff7b/128/www.360safe.com

RG-EG Implementation Cookbook (V1.0)

Configuration Steps

Choose Flow > Behavior Policy > Basic Settings, and click Audit-Exempt URL.

Basic Settings Advanced Settings

Enable Audit: #/\Website LIHTTPS Audit

8

App Blacklist User Blacklist Audit-Exempt User
File Extension Website Audit-Exempt URL
Blacklist Blacklist/Whitelist

Click Add URL to specify a required URL.

MNote: After this function is enabled, the URLs in the App Update group and the URLs in the following table will be exempt

from audit

H Add URL] X Delete Selected Enable:

. Action
— Add URL X

Show No.: |10 1 GO

Configuration Verification

LAN users can access www.google.com successfully and there is no audit record in the behavior audit report. An audit record

is generated after you delete www.google.com from audit-exempt websites and access the website again.
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5.4.2 Advanced Settings
5.4.2.1 Website Access Policy

Networking Requirements

1. The EG device serves as an egress and can access the Internet by using a static IP address. The LAN user gateway is
configured on the LAN port of the EG device, to implement the basic Internet access function.

2. The WAN bandwidth is 10 Mbps, the WAN port address is 192.168.33.56/24, the WAN gateway address is 192.168.33.1,
and the LAN is in the 192.168.1.0/24 network segment.

3. All LAN users are prohibited from accessing online shopping websites such as www.taobao.com.

Configuration Key Points

1. Choose Flow > Behavior Policy and click the Advanced Settings.

2. Configure a website access policy during policy creation.

= Add Behavior Policy X

A )
e Website Policy Policy Group
“Websit
Website  Action = Add Website Policy X

Website] Click to Select

Action: | Allow and Audit

Active Time: | Night v | Time Management

OK

Co ]

= T T — T =T — B

3. Ifthe policy does not take effect after the configuration is complete, check whether the user objects, application time, and

selected applications are correct in policy configuration.

Configuration Steps

1. Choose Flow > Behavior Policy and click the Advanced Settings tab.
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Ruyle EG @wER Administrator: admin [ Setup Wizar

Traffic Basic Settings Advanced Settings
Monitoring

Eonlc ool Note: Redirection of website that encrypts Https is not supperted by URL redirection function.

Policy
-+ Add Behavior Policy X Delete Selected X Clear Behavior Policy Record ~ Search Policy Gro

Audit Report

(] Policy Group User

Show No.:|10 | Total Count:0

Click Add Behavior Policy.

Basic Settings Advanced Settings

Note: Redirection of website that encrypts Https is not supported by URL redirection function.

-+ Add Behavior Policy | X Delete Selected X Clear Behavior Policy Record  Search Policy

] Policy Group User

Show No.: |10 r | Total Count:0

a. Define the name of a policy.
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= Add Behavior Policy X
I Policy Group
Policy Group Name: blocking| *
Behavior Policy

User

b.  Configure a behavior control policy.

= Add Behavior Policy X

A )
op Website Policy Policy Group
¥ Website . . .
Website  Action = Add Website Policy X

Website| Click to Select

Action: | Allow and Audit v
Active Time: ‘ Night v |T|'me Management
0K
— )| [— 1L || = | gup— M — 1T LI E——n] - 1 ~ | je— B

c. Select the URL category: Select the online shopping website defined previously.
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— Website x
Q = Add ) Available Website Group
- D'_lAny - Selected Website
+ (0 Hot-Websites Estate “
+ (0 Leisure
+ ([ Information Automobile
- Q@ Life Diet
* ¥ Estate
Job
* ¢ Automobile obs
* ¥ Diet Travelling
-+ |
¢ Jobs Healthcare
* ¥ Travelling
* #IHealthcare Women -
+ |
</ Women - Group Mame: |OnlineShopping :

Custom Website Cancel

d. Select Deny and Audit from Action.
=— Add Website Policy X

Website: Click to Select OnlineShopping

Action: | Allow and Audit v

Active Time: | Night v | Time Management

OK

e. Associate users.
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= Add Behavior Policy X
® | ocal User User Management ) External User Policy Group

Q

+ WAl Behavior Policy

Note: If you select a user group, all users (Not Inherit users excluded) in this group

will inherit the policy automatically
m

Click Finish to generate the policy.

Note: In the external authentication server environment, select external server users as user objects.
2. View the configured policy on Advanced Settings.

Basic Settings Advanced Settings

= Edit Behavior Policy X

I Policy Group
Policy Group Name: |blocking *
: Behavior Policy

0 - User

Note: A policy configured later takes effect prior to a policy configured earlier. Policies are matched from top down.

Configuration Verification

When a user accesses www.taobao.com, a prompt is displayed, indicating that the user is prohibited from accessing this
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website and needs to contact the website administrator.

If a policy does not take effect, click ? to view the cause for the failure, as shown in the figure below.

Note: Redirection of website that encrypts Https is not supported by URL redirection function.

-+ Add Behavior Policy X Delete Selected X Clear Behavior Policy Record ~ Search Policy Group: | Include Inherited Policy ¥ | |Enter a user name

Policy Group User Enabl /Di| No active policy is available con
blocking [E All nable Tnactive @

0

Delete

Show No.: |10 | Total Count:1 First 4Previous 1 Next Last 1

5.4.2.2 Audit Record Clearing

Networking Requirements

When considerable audit records stored on the hard disk lead to space insufficiency or some audit records need to be forcibly

deleted, administrators need to clear the audit records.

Configuration Key Points

After you confirm the cleanup operation, the device needs several to dozens of minutes to clear the audit records, and

automatically restarts after the clearing.

Configuration Steps

When you need to clear content audit records on the device, choose Flow > Behavior Policy > Advanced Settings, and click

Clear Behavior Policy Record.

Traffic Basic Settings i
Home  Monitoring 9 Advanced Settings

T @il Note: Redirection of website that encrypts Hitps is not supported by URL redirection func

Policy

-+ Add Behavior Palicy X Delete Selected| X Clear Behavior Policy Record | S

Audit Report
Security Policy Group u
Behavior Policy

blocking

Object Show No.: |10 | Total Count:1
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Configuration Verification

Check whether audit records are cleared after device restart.

Access Audit Report

Today's Audit Report Q Advanced Search  [® Export
Website Access Ranking User Access Ranking Website Access Details Blocked Website App Audit
No. Website Re.ques‘l Website Type Action
Times
1 :

5.4.2.3 HTTPS Domain Name Filtering and Audit

Networking Requirements

1. The EG device serves as an egress and can access the Internet by using a static IP address. The LAN user gateway is
configured on the LAN port of the EG device, to implement the basic Internet access function.
2. The access of LAN users to HTTPS websites can be audited and blocked.

Note: The EG device of version 11.1(6)B4 and later versions support HTTPS website domain name filtering and audit.

Network Topology

Common
network cable

PC ;
Figure 1 Gio/o

Configuration Key Points

1. On Basic Settings, use the default audit policy to audit the domain names of HTTPS websites.
2. On Basic Settings, select the blacklist mode to block specified websites.

3.  On Basic Settings, select the whitelist mode to restrict accessible websites.
4,

On Advanced Settings, configure the website blocking/allowing and audit/audit exemption functions.

Configuration steps

Method 1: Enable the HTTPS domain name audit on Basic Settings.
Log in to the Web page of the gateway, choose Flow > Behavior Policy > Basic Settings and select Website and HTTPS Audit

in Enable Audit to enable the HTTPS domain name audit.
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Rufji_é = G eWEB Administrator: admin

Traffic Basic Settings Advanced Settings
IMonitoring

Flow Control

| Enable Audit: #'Website WHTTPS Audit

Policy
o
Behavior Poli
ehavior Follcy App Blacklist User Blacklist Audit-Bxempt User
Object
File Extension Website Audit-Exempt URL
Blacklist Blacklist/Whitelist

Method 2: Blacklist websites on Basic Settings.

(1) Choose Flow > Behavior Policy > Basic Settings and select HTTPS Audit in Enable Audit to enable the HTTPS website
audit.

(2) Choose Flow > Behavior Policy > Basic Settings, click Website Blacklist/Whitelist, and click Blacklist Mode.
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—
Ru:]le EG @wEB Administrator: admin T Setup v
Traffic Basic Settings Advanced Settings
Monitoring
_ Enable Audit: ®Website WHTTPS Audit
Flow Control
Policy
Audit Report a
Behavior Poli
s App Blacklist User Blacklist Audit-Exempt User
Object
File Extension Website hudit-Exempt URL
Blacklist Blacklist/Whitelist

OBlacklist Mode OWhitelist Mode

Only blacklisted websites are blocked Only whitelisted websites are allowed

Website: ® Select O Enter a URL

Virus,Gambling,Violence,Crinm

(3) Click Select, click the entry box, and select websites to be blocked.
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OBlacklist Mode OWhitelist Mode

Only blacklisted websites are blocked Only whitelisted websites are allowed

Website: ® Select ) Enter a URL

Virus,Gambling,Violence, Crimi

— Select

Q
Blacklisted ~* —/Information
+ O 0Life
+ 00 Agent
+ [ Business-Economic
+ 0 polotic-Law

+ 20 Science-Art

+ @ Bad
+ U Foreign-Update
[ lun andit rlass M

Ly T T T Ly L1y T T Ly Ly .

(4) Click Enter a URL and enter the website to be blocked in the entry box.

72 Website Whitelist/Blacklist - Google Chrome =[] = |
A F2=% | 192.168.1.1/beh_audit_pi/beh_dropurl.htm### Eg |

OBlacklist Mode COWhitelist Mode

Only blacklisted websites are blocked Only whitelisted websites are allowed

Website: O Select ® Enter a URL

| www.google.com

Add

lacklisted Website List
Website Delete

google.com Delete

Show No:[10 | Total Count:1 IFirst 4Previous 1 Next Last M

Method 3: Whitelist websites on Basic Settings.
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(1) Choose Flow > Behavior Policy > Basic Settings and select HTTPS Audit in Enable Audit to enable the HTTPS website
audit.

Rugle EG @ EB Administrator: admin T cet

Traffic Basic Settings Advanced Settings
Monitoring

_ Enable Audit: ®\Website] WHTTPS Audit
Flow Control

Policy
Audit Report
Behavior Poli

4 App Blacklist User Blacklist Audit-Exempt User
Object

File Extension Website Audit-Exempt URL
Blacklist Blacklist/Whitelist
Model: EG2000CE Web Version: 2017.4.12.16 Details ©2000-2018 Ruijie Networks

(2) Choose Flow > Behavior Policy > Basic Settings, click Website Blacklist/Whitelist and click Whitelist Mode.
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i< Website Whitelist/Blacklist - Google Chrome

A 2= | 192.168.1.1/beh_audit_pi/beh_dropurl.htm

©Blacklist Mode OWhitelist Mode
Only blacklisted websites are blocked Only whitelisted websites are allowed

Website: ® Select O Enter a URL

|Se|ect

Add

Whitelisted Website List [ /Flexible Whitelist
Website

keyUriClass

Delete

Delete

Show No.: Total Count:1 MFirst 4Previous 1 Next Last M

(3) Click Select, click the entry box, and select websites that are allowed.

12 Website Whitelist/Blacklist - Google Chrome

A T2 | 192.168.1.1/beh_audit_pi/beh_dropurl.htm

CBlacklist Mode OWhitelist Mode

Cnly blacklisted websites are blocked Only whitelisted websites are allowed

Website: ® Select | © Enter a URL

= Select

Q

Whitelisted ~ = /Information

+ 0 0Life

+ 00 Agent

+ (0 Business-Economic

+ 00 polotic-Law

+ 0 Science-Art
[F0%Bad |

+ O Foreign-Update

Show No.: [

| lun audit rlace
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(4) Click Enter a URL and enter an allowed website in the entry box.
2 Website Whitelist/Blacklist - Google Chrome =B 28

A F== | 192168.1.1/beh_audit_pi/beh_dropurl.htm

Blacklist Mode OWhitelist Mode

Only blacklisted websites are blocked Only whitelisted websites are allowed

Website; O Select @ Enter a URL

www.ruijienetworks.com

Whitelisted Website List [ IFlexible Whitelist

Website Delete

Show No.: |10 + | Total Count:0 First 4Previous 1 MNext Last

Method 4: Configure the HTTPS website blocking/allowing and audit/audit exemption functions on Advanced Settings.

(1) Choose Flow > Behavior Policy > Basic Settings and select HTTPS Audit in Enable Audit to enable the HTTPS website
audit.

(2) Choose Flow > Behavior Policy > Advanced Settings and click Add Behavior Policy to create a behavior policy.

Alternatively, click an existing behavior policy in the list for modification.

_ . . B
IRuifie EG @WwEs Administrator: admin G Setup Wizard & Cookbook A\ Alarm 2 Onlline Service [ Log Out
Traffic Basic Settings Advanced Settings
Monitoring
T S— Note: Redirection of website that encrypts Hitps is not supported by URL redirection function
Policy
Add Behavior Policy™y X Delete Selected X Clear Behavior Policy Record ~ Search Policy Group: | Include Inherited Policy v || Enter a user name
Audit Report
y a Policy Group User Enable/Disable Status Priority Action
Behavior Policy
Show No.: 10+ | Total Count:0 First 4Previous 1 Next Last

Object

(3) Click Policy Group to set the name of a policy group.
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= Add Behavior Policy %

I Policy Group
Policy Group Name: |test *

Behavior Policy

User
Back Next
(4) Click Behavior Policy to add a behavior control policy.
= Add Behavior Policy X
~App Website Policy + Policy Group
¥Websit
B Website  Action = Add Website Policy X

Website: Click to Select

Action: | Allow and Audit v

Active Time: | Any Time v |T|'me Management

OK

(5) Click User to apply the policy group to users or a user group.
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= Add Behavior Policy X

®Local User User Management External User

Q

Behavior Policy

Policy Group

if care fAfAF Tbharff rrcarc e refa ] fm FRic e
fusers (INOLINnert Users exciuaged) in s gi

]
s
]

S | e

Configuration Verification

1. Test procedure:

(1) Bind a static IP address to the test PC or enable the test PC to succeed in real-time authentication for Internet access.
(2) Use the test PC to access a specified website from a browser.

(3) Choose Flow > Audit Report > Access Audit Report > Website Access Details on the EG device to view audit content.
2. Testresults:

(1) After HTTPS domain name audit is enabled on Basic Settings, the domain names of HTTPS websites accessed by the
user are all audited.

(2) HTTPS websites configured in blacklist mode on Basic Settings cannot be accessed.

(3) Only HTTPS websites configured in whitelist mode on Basic Settings can be accessed.

(4) HTTPS websites blocked on Advanced Settings cannot be accessed.

(5) The behavior audit report displays the access records.
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—_— . .
Ruy:e (¢] @WEB Administrator: admin I Setup Wizard & Cookbook A\ Alarm & Online Service B Log Out
Ueiite Access Audit Report
Monitoring
Flow Control P55 Rl (P Q Advanced Search (2 Export
Policy
Website Access Ranking User Access Ranking ‘Website Access Details Blocked Website App Audit
\ Audit Report
Security Access on User/IP Local User v Website Website Type Action
Behavior Policy 20181218 16:37:26 192.168.1.2(192.168.1.2) httpsi//google.com SearchEngine  Blocked
Object 2018-12-18 16:37:26 /192.168.1.2(192.168.1.2) https://beacons.guvt2.com UNKNOW CLASS Blocked
2018-12-18 16:37:26 /192.168.1.2(192.168.1.2) https://beacons.gcp.gvi2.com UNKNOW CLASS Blocked
2018-12-18 16:36:54 /192.168.1.2(192.168.1.2) https://pipe.aria.microsoft.com m Blocked
2018-12-18 16:36:53 /192.168.1.2(192.168.1.2) http://www.gstatic.com/generate_204 Unknown-Script Blocked
2018-12-18 16:36:47 /192.168.1.2(192.168.1.2) https://as.wiz.cn m Blocked
2018-12-18 16:36:46 /192.168.1.2(192.168.1.2) http://ic.wps.cn/wpsvbinternet/infos.ads?v.. m Blocked
2018-12-18 16:36:42 /192.168.1.2(192.168.1.2) https://s2.mini.wpscdn.cn UNKNOW CLASS Blocked
2018-12-18 16:36:38 /192.168.1.2(192.168.1.2) https://baidu.com SearchEngine Blocked
2018-12-18 16:36:36 /192.168.1.2(192.168.1.2) https://wiz.cn m Blocked

5.5 Rate Limit

Rate limit is used to control the rate of traffic sent or received by a network interface controller.
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Network Topology

172.18.158.1/24

Bandwidth: 15M

WANO: 172.18.158.240/24
EG Security Gateway

Limit user rate to 1M

Configuration Steps

Step 1: Enable Flow Control
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— o
Ruyle EG Scenario: General @ 3 ConfigWizard R Online Service Hi, admin v

Traffic
Monitoring

Smart Flow Control

Note: Entertainment template and offi ment and offic customize a template by s

tempiate give priority to your enterta

Flow Control cting the expert template
Policy Tip: Please make sure thal the banawid

eltings are correct

Object

st the netwc

Flow Control

Select Template: | Office v

Interface: ¥ GI0/0

Gione

Bandwidth: Downlink 15 Mbps Upilink | 15 Mbps

Scenario: General @ B ConfigWizard R Online Service Hi, admin Vv
Traffic Smart Flow Control Change Policy Change App VPN Flow Control
Monitoring
Note: w control is used to regulate flow traffic of different users, networks and applications
Tip: J ced | [} the previc not t d comg [l d 10 § 1t ard
Interface: | Gi0/O v
Polic External Flow
Y Local user External IP App Group VPN Time Priority Enable  Status Action
Name User Control
No Record Found
ShowNo: 10 | Total Count: 0 First e Nex U co |
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p—
Rullle EG Scenario: General @ B ConfigWizard R Online Service —
4 D e
Lol Smart Flow Control i Change App VPN Flow Control
Monitoring 2 Change Policy ge Apg o
Nole: - Elow control i Bsed 1o Tettte Bow aliic oF it tark. el L
Flow Control S ! f i
Policy Tip:
Object Ad —
12 = Add Policy =

Policy Name{ Rate_Limit_1M

User: All Users Local User All Users External User

_ = Seleil App Group:  All v  Custom App

Flow Limit. ® Banawidth Limit (Kbps) @

al

roup

Max Total Downlink: | 1000 Guaranteed Total Downlink: | ( Max Downlink Per IP: | No limit

Max Total Uplink. | 1000 Guaranteed Total Uplink: | ( Max Uplink Per IP- | No limit

No Rate Limit

¥ Advanced Settings b
Evtarnal ID Mreaun: Al Evt, o Calart 10 v " it
“ Gancel
Scenario: General @ 2 ConfigWizard R Online Service Hi, admin ™
Traffic Smart Flow Control Change Policy Change App VPN Flow Control
lonitoring =
Flow Control Note: Flow control is used to regulate flow traffic of different users, networks and applications
Policy Tip: cod 1 I ouS Ve D yad comy i 2d to pert ftings ir ) Wizard
+Add Policy X Delete Selected Interface: | Gio/0 v
Polic External Flow
Y Local User External IP App Group VPN Tln& Priority Enable  Status Action
Name User Control
Rate_Limit_1 All External Parameter
:‘“ = AllUsers All Users T All No Any Time = < Active @ Delete
u s =
Show No. |10 v | Total Count. 1 1 1 Nex 1 GO

limit enabled

Configuration Verification

Use Speed test tool to verify the rate limit setting:
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RESULTS SETTINGS

PING m (¥) DOWNLOAD Mby 1) UPLOAD ™

34 (.95 .84

P
o Sl

China Telecom | Chief Telecom

5.6 Port Mapping

Application Scenario

A customer deploys a server on the LAN and enables the HTTP or other services. The server address is a private address.
WAN users can neither access this address directly nor use services provided by the server. In this case, you can enable the
port mapping function to allow WAN users to access the LAN server.

For example, the server address is 192.168.1.20 and HTTP is enabled. As the server address is a private address, WAN
users cannot directly access the HTTP service provided by the server. In this case, you can map the server address and
server ports to a public network address on the EG device so that WAN users can access the HTTP service provided by the

server.

Networking Requirements

1. The WAN line is a single 10 Mbps fixed fiber line of China Telecom. The address is 192.168.33.56, subnet mask is
255.255.255.0, WAN gateway is 192.168.33.1, and DNS address is 218.85.157.99.

2. There is a remote desktop server on the LAN. The IP address of the server is 192.168.1.150. If the LAN server needs to

be accessed from the WAN, port mapping is required to map the interfaces of the LAN server to the public network.
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Network Topology

=G SN

é&),
5

Gi0/0 \ Gateway: 192.168.1.1 |

=31 -
@ Access switch

hina Telecol hina Unico
network network

5

Server

Figure 2

Configuration Key Points

1. Ensure that LAN terminals can access the server normally.
2. The server IP address and gateway are configured, and the server can access the Internet normally.

3. Determine the ports to be mapped on the server, and whether UDP or TCP is required.
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If there are multiple WAN egresses in the real network environment of a customer (see the topology in Figure 2 above),
for example, lines of China Telecom + China Netcom or China Telecom lines, dual-line port mapping needs to be
configured on the LAN server. Then, WAN users of different carriers can access the server through their WAN line IP
addresses. It is recommended to enable the RPL function on the WAN interfaces.

Configuration Steps

1.

Determine that only TCP port 3389 of the server needs to be mapped.

Choose Network > NAT/Port Mapping > Port Mapping.

ey
()

Home

34

— ’
Ruijie EG @WEB Administrator: admin T Setup Wizard & Cookboek /s Alarm 2 Online Service B Log Out
Interface NAT Rule NAT Address Pool Port Mapping Multi-Port Mapping
SURERSEE Note: It is recommended to configu
Tip: In a scenario where multiple o — Edit Port Mapping X ace for the packets of the host,
RoutefLoad
DNS Settings X Delete Selected Mapping Type @ Example
VPN Mapping Type Inte Internal 1P: [192.1681.1 * Interface Action
Port Mapping 192 [ Delete
NAT/Port Internal Port Range: 3389 *~ 13380 1-65535)
Mapping Show No.:[10 | Total Count:1 1 1

External IP: @ IP Address: |172.18.161.23
DHCP

Interface:

External Port Range: | 3389 "~ 13389

Protocol Type: | TCP v

n caneel

Mapping Type: Select Port Mapping from the drop-down list, indicating that a port of the LAN server needs to be
mapped.

Internal IP: Indicates the IP address of the server.
Internal Port Range: Indicates the port for the server that is to provide external services.

External IP: Indicates the IP address of a WAN port (IP Address is selected when a WAN line is used in a dynamic

environment).
External Port Range: Indicates the target WAN service port of port mapping.

Protocol Type: Indicates the protocol used by the server to provide services.

Note: EG_RGOS 11.1(6)B9 and later versions support adding continuous ports in batches. See the figure below.
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= Edit Port Mapping X

Mapping Type: | Port Mapping v @ Example

Internal IP: 19216811 :

—————

Internal Port Range: |228g * ~ 3380 (1-65535)

External IP: ® IP Address: (1721816122 | *

O Interface: | Gi0/6 -
External Port Range: 2380 * ~ 13380 {1-6553%)
Protocol Type: | TCP v

ip nat inside source static tcp 192.168.1.150 3389 192.168.33.56 3389 permit-inside

2. Command generated on the CLI:

3. For multi-egress network environments of customers, it is recommended to enable the RPL function on the WAN

interface.

Select Reverse Path Limited.
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WAN PortConfig  Static IP v | Sub Interface
Gi0/6 -IP Address: |172.18.161.23 -
Submask: |255.255.255.128 ’ Next Hop IP: |172.18.161.1 N

Interface Desc:

MAC Address: |00d0.f§22.3552

Downlink Bandwidth: |10

Uplink Bandwidth: |10

Default Route: ®Enable

MAT: ®Enable

Reverse Path Limited: ®Enable @

Interface Conversion: | Electrical Interface v

Save Clear

Commands generated on the CLI:

interface GigabitEthernet 0/1

ip nat outside

ip address 192.168.33.57 255.255.255.0
reverse-path-----RPL

nexthop 192.168.33.1

Configuration Verification

1. Click Start and choose Remote Desktop Connection to open the Remote Desktop Connection dialog box. Enter the
IP address of the WAN port.

.5 Remote Desktop Connection =10 x|

| Remote Desktop
»< Connection

Computer:  {172.18.161.23 =l
Username:  Nons speafind
You will be asked for credertials when you conned.

]
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%

Enter your credentials
These credentiale wil be used to connect to 172, 18.161.23.

[T Remember my credentials

(o] oo |

Click Connect. The server login page is displayed.

5.7 DMZ Host Mapping

Application Scenario

A customer deploys a server on the LAN and enables multiples services. The server address is a private IP address. WAN
users cannot access services provided by the server by using the server address. If port mapping is enabled, numerous ports
will be involved because many services are enabled. In this case, IP mapping can be configured to meet customer

requirements.

For example, the server address is 192.168.1.20, and services such as HTTP, FTP, and video streaming media are enabled.
WAN users cannot directly access services provided by the server because the server address is a private IP address. In this
case, the server IP address can be mapped to a private IP address in IP mapping mode on the EG device, so that WAN users

can access the server.

Networking Requirements

1. The WAN line is a single 10 Mbps fixed fiber line of China Telecom. The address is 192.168.33.56, subnet mask is
255.255.255.0, WAN gateway is 192.168.33.1, and DNS address is 218.85.157.99.

2. There is a remote desktop server on the LAN. The IP address of the server is 192.168.1.150. WAN users can access all
services provided by the LAN server.
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Network Topology

o= )

e

Gio/o | Gateway: 192.168.1.1

Access switch

(u' |

Server |

' Figure 1

a

Configuration Key Points

1. Ensure that LAN terminals can access the server normally.
2. The server IP address and gateway are configured, and LAN users can access the Internet normally through this server.

Note: The EG device does not support the mapping from one private IP address to two different public IP addresses..Only the

mapping from one private IP address to one public IP address is supported on one line, and the other line uses port mapping.

Configuration Steps

1. Confirm that the TCP port 3389 of the server needs to be mapped.

Choose Network > NAT/Port Mapping > Port Mapping.
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= Add Port Mapping X
Mapping Type: | DMZ Host v || @ Example
Internal IP; |192.168.1.2 #

External IP: ® IP Address: 1721816122 | *

Interface:

a. Mapping Type: Select DMZ Host from the drop-down list, indicating that all ports of the LAN server need to be mapped.
b. Internal IP: Indicates the IP address of the server.

c. External IP: Indicates the IP address of a WAN port (IP Address is selected when a WAN line is used in a dynamic
environment).

2. Commands generated on the CLI:

ip nat inside source static 192.168.1.150 192.168.33.56 permit-inside

Configuration Verification

1. Click Start and choose Remote Desktop Connection to open the Remote Desktop Connection dialog box. Enter the
IP address of the WAN port.

L% Remote Desktop Connection et =01

o Remote Desktop
»¢) Connection

Computer.  [172.18.161.23 x|
Usarname:  Noos specifisd
You will be azkead for cradentials when you conned.

* Qotions |
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Windows Security .

Enter your credentials

These credentiale wil be used to connect to 172. 18.161.23.

[T Remember my credentials

concel |

Click Connect. The server login page is displayed.

5.8 IPsecVPN

5.8.1 The Branch Router Accesses the HQ Router at a Static IP Address in Dialup
Mode

Networking Requirements

The HQ and branch routers use static IP addresses. The HQ router needs to verify the IP address of the branch router.
Network Topology

Gi0/5: 192.168.33.56

Gi0/6: 152.168.33.235
P, Gio/s o7
@-} —~— internst ~ B S

Gi0/6

Gio/o 152.108.2.1 Gio/o 192,168.1.1
é»
HQ
Routers in the HQ and branch
192.168.2.0

both use static IP addresses. 152.168.1.0
Configuration Key Points
1. Configure router A in the HQ as the IPsec server.
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2. Configure router B in the branch as the IPsec client.

3. Keep parameter settings at both ends consistent. The parameter settings in this case are as follows:
Authentication mode: preshared key, with the key set to ruijie.

IKE algorithm: 3DES-MD5, DH2

IPsec negotiation scheme: ESP(3DES-MD5)

Configuration Steps

1. Configure router B in the branch.

(1) Complete wizard-based setup to meet basic Internet access requirements of users in the HQ and branch. If the users
can access the Internet, check whether the next hop address is configured for the WAN interface.

1G InterfaceConfig Sub Interface
Gi0/5 -IP Address: |172.29.2.123 "
Submask: |255,255,255.0 " Next Hop IP: |172.29.2.254 "
Interface Desc:
MAC Address: |8005.8846.5b52
Downlink Bandwidth: 1000

Uplink Bandwidth: |1000

Default Route: ¥Enable
NAT: ¥Enable

Reverse Path Limited: [Enable

Interface Conversion: | Electrical Interface v

Save Cancel

(2) Configure IPsec for router B in the branch.

Choose Network > VPN and click Configure. Select Branch, and click Next.
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= Welcome to VPN Config Wizard X

Select a Position: I/ Network Position
|

O Headquarter gi gj ?" f_?

Configure Branch

Set the current device as | |
Headquarter device and connect
the terminal devices to it.

Connect to HQ

Mobile User
[ Internet

Mabile User

@ Branch

Set the current device as Branch
device and connect the terminal
devices to it to access the

Branch Branch
Headguarter.

Back Next

Configure basic branch information.

= Welcome to VPN Config Wizard

Enter Basic Information. Network Position

VPN Type: | IPSec v £ Configure Branch
HQ Public IP/Domain Name:

172.29.2.123 *|+IP/URL @

Connect to HQ
Pre-shared Key: | esssas *

Interface: | Gio/5 v @

Network Config Wizard

Local Network HQ Network +

192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0 X

¥ Advance Settings
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= Welcome to VPN Config Wizard X

v Advance settings -
Network Position
Auth: Enable @

2 Configure Branch
Negotiation Mode: | Main Mode v

Connect to HQ
Encryption Hash
IKE Policy: DH Group Lifetime
Algorithm Algorithm

DES v |SHA v| |grouplv| (86400 | @

Transform Set 1: | esp-des esp-sha-hmac v
Transform Set 2: | Not configure v

PFS{Perfect Forwarding

Secrecy): | Disable v

IPSec Lifetime: | 3600 second(s) @

-

Note: Only interfaces configured with the nexthop x.x.x.x command are displayed in the interface list (after the wizard-based
setup is completed on the Web page, this command is configured on the WAN interface of the CLI by default).

The dialer interface can be configured on the Web page.

IKE algorithm: 3DES-MD5, DH2

IPsec negotiation scheme: ESP(3DES-MD5)

2. Configure router A in the HQ.

(1) Complete wizard-based setup to implement basic Internet access service of the HQ router.
(2) Configure IPsec for router A in the HQ.

Choose Network > VPN and click Configure. Select Headquarter, and click Next.
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= Welcome to VPN Config Wizard X

Select a Position: / Network Position
i

@ Headquarter gi g-‘-i ? éﬁ Branch Type

Set the current device as | 1

Headquarter device and connect

the terminal devices to it.

VPN Type

Finish
Mobile User
Internet ot !

- Mobile User

O Branch

Set the current device as Branch

device and connect the terminal

devices to it to access the

Branch Branch

Headqguarter.

Back Next
Select Branch, and click Next.
= Welcome to VPN Config Wizard X
Select a Branch Type: Network Position

. £ Branch T
S—

¥ Branch @

VPN Type

Finish

Select IPsec, and click Next.
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= Welcome to VPN Config Wizard

Recommended VPN Types:
You can change the VPN type.

Branch @ _L2TP

L2TP IPSec

PPTP/L2TP : Support access authentication without data encryption.
IPSec : Support data encryption.
L2TP IPSec : Support access authentication and data encryption.

Configure the IPsec VPN, and click Next.

= Welcome to VPN Config Wizard

Configure IPSec Parameter

Pre-shared Key: |sessse = @

Local ID @ : [ Enable

Network Config Wizard

Outbound
Local Network The branch network
Interface
192.168.2.0 192.168.1.0
Gi0/6
255.255.255.0 255.255.255.0

»» Advance Settings
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Metwork Position

Branch Type

Configure IPSec

Finish

Network Position
Branch Type

VPN Type

<4 Configure IPSec

Finish
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= Welcome to VPN Config Wizard

v Advance Settings

Auth: L Enable @

Negotiation Mode:

Encryption Hash
IKE Policy:
Algorithm Algorithm

DH Group

SHA v

DES v

|groupl v

86400

Transform Set 1: |esp—des esp-sha-hmac

M |

Transform Set 2: |Not configure

M |

PFS(Perfect Forwarding

Secrecy): | Disable

IPSec Lifetime: | 3600

The IPsec VPN configuration is complete.
= Welcome to VPN Config Wizard

The VPN is created.

Then:

View branch configuration. [ View

Configuration Verification

Choose Network > VPN, and click the Topo tab to view the configuration.

Configuration of the HQ router:

second(s) @

5-100
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Network Position

2 Configure Branch

Connect to HQ

-

Network Position
Branch Type
VPN Type

Configure IPSec



RG-EG Implementation Cookbook (V1.0)

Route/Load Branch Info
DNS Settings Topo Table All Branches v
, VPN
NAT/Port Add hea::u‘a't

Mapping

DHCP
e

-
3| “14
i
Ruijie (local de..
172.20.2.123
-
-—
=
172.20.2.223
172.20.2.223
Mobile User
Total 0 mobile user(s) connected. Click here to manage mabile user.
Configuration of the branch router:
—_— . .
IZTTER Ml @wes Administator: admin B Setup Wizard & Cookbook /b Alarm % Online Service [ Log Out
0
Interface
Home oo VPN
Route/Load Branch Info
DNS Settings Topo Table All Branches v
. VPN e
y -
= h"\ |
NAT/Port HQ1 Add headquart.
Mapping 172.29.2.123 g
DHCP -
—
Erile
Ruijie (local de..
172.20.2.223
v
i

Let branch acc...

Check whether the routers in the HQ and branch can access each other.

Notes

1. When the Internet access service is configured via wizard-based setup on the Web of the EG device, IPsec VPN can be
configured only after the next hop address is configured on the interface configuration page in the wizard-based setup. If

no next hop address is configured for an interface, the interface cannot be selected during VPN configuration.

2. After a VPN is configured, the device automatically delivers AAA configuration (the system prompts you to enter the

username and password during device login, and the telnet password needs to be reconfigured).

3. Close the browser after clearing the VPN configuration for the clearing operation to take effect. Otherwise, the system

retains the previous VPN configuration.

4. When a WAN port receives an IPsec request but no traffic of interest is configured on the device, the error "Failed to find

map" may occur. This error is generated because packets from IPsec port 500 are sent to the CPU when the IPsec map

5-101



RG-EG Implementation Cookbook (V1.0)

does not exist, and this does not affect network data forwarding and management, but instead is beneficial to network
management. An ACL can be configured to filter out requests from undesired IPsec-compliant device that is connected
to the EG device.

5. Some Web modules use specific ACLs. For example, the VPN module uses ACL 110 and ACL 199, the ARP guard
module uses ACL 197 and ACL 2397, and the VWAN module uses ACL 198. Therefore, do not use these ACLs on the
CLlI, especially ACL 199, which prohibits policy configuration on the CLI. Otherwise, ACEs required by the VPN module

fail to be configured on the Web page.

5.8.2 The Branch Router Accesses the HQ Router at a Dynamic IP Address in Dialup
Mode

Networking Requirements

The HQ router uses a dynamic IP address and the branch router accesses the HQ router by using the domain name in dialup

mode.

Network Topology

i0/5: 192.168.33.56 Gi0/6: 192.168.33.235
Gioje 4PN

internet )~~~ 4 ] o

Gio/0 192,168.1.1

e

7/

-
~—

Branch
The router in the HQ uses a

dynamic IP address and the router J

in the branch accesses the router in

the HQ by using a domain name in

192.168.2.0 dialup mode. 192.168.1.0

Configuration Key Points

1. Configure router A in the HQ as the IPsec server.

2. Configure router B in the branch as the IPsec client.

3. Keep parameter settings at both ends consistent. The parameter settings in this case are as follows:
Authentication mode: preshared key, with the key set to ruijie.

IKE algorithm: 3DES-MD5, DH2
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IPsec negotiation scheme: ESP(3DES-MD5)

Configuration Steps

1. Configure router B in the branch.

The Web page does not support dynamic domain names. Therefore, complete configuration on the Web page and then

perform modification on the CLI.

(1) Complete wizard-based setup to meet basic Internet access requirements of users in the HQ and branch. If the users
can access the Internet, check whether the next hop address is configured for the WAN

1G InterfaceConfig Sub Interface

Gi0/S -IP Address: [172.29.2.223

Submask: |255.255.255.0 N Next Hop IP: |172.29.2.254

Interface Desc:
MAC Address: |0074.9¢b5.17ad Format: 00d0.f822.1234)
Downlink Bandwidth: |1000 \ibps(0.5-2.000,000). Default
Uplink Bandwidth: |1000 Mbps(0.5-2,000,000). Default: 10
Default Route: ®Enable

NAT: #Enable

Reverse Path Limited: [/Enable

Interface Conversion:  Electrical Interface v

Save Cancel

interface.

(2) Choose Network > VPN and click Configure. Select Branch, and click Next.

= Welcome to VPN Config Wizard X

Select a Position: / Network Position

O Headquarter ’}?' ;l ;i! (ﬂ Configure Branch

Set the current device as

Headquarter device and connect Connect to HQ

the terminal devices to it.

Mabile User

-

@ Branch * *
Set the current device as Branch § .
¥ & ¥

device and connect the terminal

Mobile User

devices to it to access the
Branch Branch

Headguarter.

Back Next
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(3) Configure basic IPsec information, and click Next.

= Welcome to VPN Config Wizard X

Network Position

£ Configure Branch

Connect to HQ
Pre-shared key: [, OPtiONAl 1P, because need to change use CLI

Interface: ’

Network Config Wizard

Enter Basic Information.

VPN Type: | IPSec v

HQ Public IP/Domain Name: 172.29.2.123 * +IP/URL@

Local Network HQ Network +

192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0 X

»» Advance Settings

= Welcome to VPN Config Wizard X

v Advance Settings N
Network Position
Auth: [l Enable @

£ Configure Branch
Negotiation Mode:

Connect to HQ

Encryption Hash
IKE Policy: DH Group Lifetime
Algorithm Algorithm

DES v/ (SHA ¥ grouplv| 86400 | @
Transform Set 1: |esp—des esp-sha-hmac v |
Transform Set 2: |N0t configure v |

PFS(Perfect Forwarding

Secrecy): | Disable v

IPSec Lifetime: | 3600 second(s) @

(4) Click Finish.
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= Welcome to VPN Config Wizard b4
Network Position

Configure Branch

Connecting...

On the CLI, change the public IP address of the HQ router to a dynamic domain name:
branch (config) #no crypto isakmp key 0 ruijie address 192.168.2.1
branch (config) #crypto isakmp key 0 ruijie hostnameruijie.xicp.net
branch (config) #crypto map Gi0/6 20 ipsec-isakmp

branch (config-crypto-map) #no set peer 192.168.2.1

branch (config-crypto-map) #set peer ruijie.xicp.net

2. Configure router A in the HQ.

On the interface configuration page, click a WAN interface to configure it. Dynamic IP addresses can be allocated in DHCP
mode or obtained in dialup mode.

G Interface ¥

LAN Interface: ¥ Gio/0 L) Gio/2 [ Gioj4 L) Gio/6 )Te0/0 [ Te0/2 [ Te0/4 [ Te0/6
Gi0/0: | 192.168.2.1 -| 255.255.255.0

WAN Interface: -/ Gi0/1 L Gi0/3 ¥ Gio/5 L Gio/7 L Te0/1 Te0/3 C1Te0/5 D Te0/7 @
Gio/5: | DHCP v - 11000 Mbps @
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1G InterfaceConfig Sub Interface
IP Address: |172.29.10.1
Interface Desc:
MAC Address: |8005.8846.5b52
Downlink Bandwidth: 1000

Uplink Bandwidth: | 1000

NAT: ¥Enable

Reverse Path Limited: [Enable

Interface Conversion: ‘ Electrical Interface

Save Cancel

(Format: 00d0.f822.1234)

Mbps(0.5-2,000,000). Default: 10 (The default Mbps is 10)

Mbps(0.5-2,000,000). Default: 10 (The default Mbps is 10)

Choose Network > VPN and click Configure. Select Headquarter, and click Next.

= Welcome to VPN Config Wizard

Select a Position:

@ Headquarter 9? g’

Set the current device as

il

Headquarter device and connect
the terminal devices to it.

Internet

O Branch

Set the current device as Branch
device and connect the terminal
devices to it to access the
Headquarter.

Select Branch, and click Next.

Mobile User
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= Welcome to VPN Config Wizard X

Select a Branch Type: Network Position

- & BranchT
) Mobile User i E

— <<

VPN Type

¥ Branch @
Finish

Select IPsec, and click Next.

= Welcome to VPN Config Wizard b4
Recommended VPN Types: Network Position
You can change the VPN type.
Branch Type
]
Branch @ |;| ;_P2;P
¥ IPSec
F VPNT
L2TP IPSec i
Configure IPSec
Finish

PPTPR/L2TP : Support access authentication without data encryption.
[PSec : Support data encryption.
L2TP IPSec : Support access authentication and data encryption.

Configure IPsec basic information, and click Next.
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= Welcome to VPN Config Wizard X

Configure IPSec Parameter Network Position

Pre-shared Key: [ssasss R -] Branch Type
Local D@ : [ Enable

VPN Type

Network Config Wizard 4 Configure IPSec

Local Network The branch network Outbound Interface =+
Finish
192.168.2.0 255.255.255.0 192.168.1.0 255.255.255.0 Gio/s X e
¥ Advance Settings
= Welcome to VPN Config Wizard X

W NSRS S e g

Network Position
Encryption Hash

IKE Policy: DH Group Lifetime
Algorithm Algorithm Branch Type
DES  v| SHA v| |grouplv (86400 | @
VPN Type
Transform Set 1: |esp—des esp-sha-hmac v
4 Configure IPSec
Transform Set 2: |esp-3des esp-md5-hmac " @
Finish
PFS(Perfect
Forwarding
Secrecy): | Disable v
IPSec Lifetime: | 3600 second(s) @

DPD Type: DPD Interval: |20 second(s) @
Nex

Click Finish.
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= Welcome to VPN Config Wizard

The VPN is created. Network Position

Branch Type
Then: VPN Type
View branch configuration. [ View Configure IPSec

Configuration Verification
Choose Network > VPN, and click the Topo tab to view the configuration.
Configuration of the HQ router:

VPN

Branch Info
[ View VPN Logs

Topo Table All Branches

Add headguart...

Ruijie (local de...
172.18.161.23

o’

Not connected

Configuration of the branch router:
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p— i
IZTTR Bl €ves Adminisuator: admin B Setup Wizard & Cookbook /i Alarm % Online Service [ Log Out

0y
Interface
Home VPN

Route/Load Branch Info

DNS Settings Topo Table All Branches v

VN =
SIS
NAT/Port HQL Add headquart.

Mapping

DHCP . L
.’
szl

Ruijie (local de..
172.29.2.223
'

Check whether the HQ router and branch router can access each other.

Notes (Optional)

1. On the Web page, IPsec supports only peer IP addresses and does not support domain names. IPsec using domain
names needs to be configured on the CLI.

2. When a WAN port receives an IPsec request but no traffic of interest is configured on the device, the error "Failed to find
map" may occur. This error is generated because packets from IPsec port 500 are sent to the CPU when the IPsec map
does not exist. The error does not affect network data forwarding and management, which is beneficial to network
management. An ACL can be configured to filter out requests from undesired IPsec-compliant device that is connected
to the EG device.

3. Some Web modules use specific ACLs. For example, the VPN module uses ACL 110 and ACL 199, the ARP guard
module uses the ACL 197 and ACL 2397, and the VWAN module uses ACL 198. Therefore, do not use these ACLs on
the CLI. especially ACL 199, which prohibits policy configuration on the CLI. Otherwise, ACEs required by the VPN

module fail to be configured on the Web page.

5.8.3 The Branch Router Accesses the HQ Router on the LAN in Dialup Mode

Networking Requirements

The HQ router is deployed on the LAN, mapping is configured on the egress of the LAN, and users in the branch access the
HQ router in dialup mode.
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Network Topology

Gi0/5:1.1.1.1/24
Mat Gi0/5:2.2.2.2/24

192.168.2.0/24 192.168.1.0/24

Configuration Key Points

1. Configure the LAN gateway router A in the HQ as the IPsec server.

2. Configure router B in the branch as the IPsec client.

3. Keep parameter settings at both ends consistent. The parameter settings in this case are as follows:
Authentication mode: preshared key, with the key set to ruijie.

IKE algorithm: 3DES-MD5, DH2

IPsec negotiation scheme: ESP(3DES-MD5)

4. Configure NAT mapping on the outermost egress of the HQ and establish an IPsec connection on the LAN gateway.

Configuration Steps

1. Ensure that basic configuration on the EG device and routers in both the HQ and branch are normal, and LANs users at
both ends can access the WAN.

2. Configure router B in the branch.

Choose Network > VPN and click Configure. Select Branch, and click Next.
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= Welcome to VPN Config Wizard X

Select a Position: / Network Position

O Headquarter g‘ ij

Configure Branch
Set the current device as I

Headquarter device and connect

. X X Connect to HQ
the terminal devices to it.

Mobile User
Internet

Mobile User

@ Branch

Set the current device as Branch
device and connect the terminal
devices to it to access the
Headquarter.

Branch

Configure an IPsec policy, set the public IP address of the HQ router to the IP address obtained after NAT, and click Next.

= Welcome to VPN Config Wizard

X
Enter Basic Information. LEITIRERIEIIT
HQ Public Connect to HQ
IP/Domain Namg: |1.1.1.1 P P/RL@ | the HQ ip after nat

Pre-shared Key: |sesess

Interface: |Gio/e v | @

Network Config Wizard
Local Network HQ Network +

192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0 b

»» Advance Settings
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= Welcome to VPN Config Wizard X

+ Advance settings -

Metwork Position

Auth: [ Enable @

£ Configure Branch
Negotiation Mode:

Connect to HQ

Encryption Hash
IKE Palicy: DH Group Lifetime
Algorithm Algorithm

DES v [SHA v grouplv 86400 | @
Transform Set 1. | esp-des esp-sha-hmac v |
Transform Set 2: | Not configure v |
PFS(Perfect Forwarding
Secrecy): | Disable v
IPSec Lifetime: | 3600 second(s) @
Click Finish.
= Welcome to VPN Config Wizard X
Network Position
Configure Branch
=2 Connect to HQ
= Connecting...

“U

3. Configure router A in the HQ.
Configure IPsec on the LAN EG device.

(1) Choose Network > VPN and click Configure. Select Headquarter, and click Next.
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= Welcome to VPN Config Wizard X

Select a Position: / Network Position

@ Headquarter gj g’ ? m Branch Type
Set the current device as | ] i |

Headquarter device and connect

the terminal devices to it.

VPN Type

Finish
Mobile User

L
|

- Mobile User

Internet Q

.
'
]

.

O Branch

Set the current device as Branch

device and connect the terminal

devices to it to access the T P
Headquarter.
Back Next
(2) Select Branch, and click Next.

= Welcome to VPN Config Wizard

Select a Branch Type: Network Position

- £ Branch T
ot vier [l _

VPN Type
¥ Branch @

Finish

(3) Select IPsec, and click Next.
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= Welcome to VPN Config Wizard X

Recommended VPN Types: Network Position

You can change the VPN type.

Branch Type

L2Tp
Branch @ IS
v ec
F VPN T
L2TP IPSec s
Configure IPSec
Finish
PPTP/LZTP : Support access authentication without data encryption.

IPSec : Support data encryption.
L2TP IPSec : Support access authentication and data encryption.

(4) Configure IPsec basic information, and click Next.

= Welcome to VPN Config Wizard *
Configure IPSec Parameter Network Position
Pre-shared Key: |ssssss - @ Branch Type
Local ID@ : [ Enable
VPN Type
Network Config Wizard 4 Configure IPSec
Outbound
Local Network The branch network —+ Finish
Interface inis
192.168.2.0 192.168.1.0
Gio/e X
255.255.255.0 255.255.255.0

» Advance Settings
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= Welcome to VPN Config Wizard b4

R b

Network Position

Encryption Hash
IKE Policy: DH Group Lifetime
Algorithm Algorithm Branch Type
DES  v| [SHA Y| |grouplv| (80400 | @
VPN Type
Transform Set 1: |esp-des esp-sha-hmac v
< Configure IPSec
Transform Set 2: |esp—3des esp-md5-hmac v @
Finish
PFS(Perfect
Forwarding
Secrecy): | Disable M
IPSec Lifetime: |3600 second(s) @

DPD Type: DPD Interval: | 30 second(s) @

-

(5) Click Finish.

= Welcome to VPN Config Wizard X

The VPN is created. Network Position

Branch Type
Then: VPN Type
View branch configuration. (3 View ErrE e

4. IPsec uses UDP ports 500 and 4500. Map UDP ports 500 and 4500 on the egress of the HQ respectively to UDP ports
500 and 4500 of the LAN EG device.

(1) Map UDP port 500.
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ip nat inside source static udp 10.0.0.1 500 1.1.1.1 500

(2) Map UDP port 4500.

ip nat inside source static udp 10.0.0.1 4500 1.1.1.1 4500

Configuration Verification

Choose Network > VPN, and click the Topo tab to view the configuration.
Configuration of the HQ router:

Branch Info

Topo Table All Branches v [ View VPN Logs
<
\ -
HQ1 i}dd headquart...
1111 o
Sl
1
Ruijie (local de...
172.18.161.23
.‘,
NG
test
Not connected
Mobile User
Configuration of the branch router:
Ruyle EG @ WEB Administrator: admin @ Setup Wizard & Cookbook /i Alarm & Online Service [ Log Out
Interface VPN
Route/Load Branch Info
DNS Settings Topo Table All Branches v

-
e
=
N
HQ1 Add headquart.
ruljle.xicp.net \ "x
-
B
S

Ruifie (local de.,
172.29.2.223
i

Let branch acc

Check whether the HQ router and branch router can access each other.
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5.9 Local Web Authenticaiton

Networking Requirements

1. LAN users access the Internet through the EG device.

2. The WAN bandwidth is 10 Mbps, the address of the WAN port is 192.168.33.56/24, the address of the WAN gateway is
192.168.33.1, and the addresses of LAN ports are in the 192.168.1.1/24 network segment.

3. LAN users can access the WAN only after succeeding in identity authentication.

4. The EG device of RGOS10.3 (4B8) and later versions support subinterface Web authentication. The configuration

method is the same as that of common Web authentication.

5. Internal Web authentication allows users to proactively add the go-offline page to favorites and modify passwords. It
also supports the following functions: forbidding users from accessing the Internet (blocking user accounts) and kicking users

offline.

Note: The IP addresses above are used in a simulated environment and are not provided by carriers.

Network Topology

Configuration Key Points

1. Perform wizard-based setup to ensure that LAN users can successfully access the WAN.
2. Select the internal Web authentication server function in the real-name Internet access policy.

Notes:
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1. If advertisement push is enabled, the entered advertisement address cannot contain the character "?".

2. If Web authentication is enabled and port mapping is configured, the LAN server IP address used for port mapping

needs to be added to the authentication-exempt IP address list. Otherwise, port mapping will fail.
3.  After Web authentication is enabled, the remote login password (that is, telnet password) needs to be changed.
Auxiliary information:

1. The Web authentication function of the EG device allows the Dynamic Host Configuration Protocol (DHCP), DNS, and

Address Resolution Protocol (ARP) traffic to pass by default, without a need of additional settings.

2. When you log in to the EG device in telnet mode with Web authentication enabled, if you enter a wrong username or
password for more than 3 consecutive times for the EG device of RGOS4B8 or 50 consecutive times for the EG device of
RGOS4B10, the account will be locked. The account will be unlocked after 15 hours by default and then you can log in with
the account again. You are recommended to run the following commands to modified two parameters after configuring Web
authentication:

Ruijie(config)#aaa local authentication lockout-time 1 //Unlocking an account 1 hour after the account is locked

Ruijie(config)#aaa local authentication attempts 10  //Setting the allowable login attempts to 10.

Configuration Steps

Choose User > Auth and click Internal Portal Auth on the Web Auth tab page to enable the internal authentication function, as

shown in the figure below.

Web Auth Web Auth-Exempt

Note: Web Auth refers to authentication control on users

ho want to access the Internet. Users can perform authentication on a browser and do not need to install any client.
Tipl: Only the f Web authentication on the bridge mode.

Tip2: Aftert uth or VPN is enabled, if you want to enable the Telnet as well, please choose System Settings > Change Password to reset the Telnet password.

Tip 3: If you enable Push AD but the settings do not take effect, please dlick on Internet Explorer > Tools > Internet Option > Privacy and disable Pop-up Blocker or enable Not Block AD

in Advanced Settings

Tip 4 Before you enable the rate limit on SAM,please disable the flow control function on FlowsFlow Contro

®Internal Portal Auth | ©'Push AD External Portal Auth © Disable Web Auth

Policy>Setting

Internal Portal Package: || SeEcdts | smistB T/ Cnline User
Auth Mode: | Local user preferentially v | RADIUS Server SNMP Settings

Auth User:  User Management

Server Port: | 8081 (1025 - 65535)

Share Account:

Advertising Mode: | No AD

AD URL: | Format: http://www.ruijie.com| (Plea:

»» Advanced Settings

a. Internal Portal Auth: Refers to the internal authentication server of the EG device.

b.  Auth Mode: A users needs to be authenticated before accessing the Internet. Specify the server matching priority for
authentication information here.
c.  Advertising Mode: Ruijie EG device provides the advertisement push function, for example, a hotel can use this function
to push the hotel homepage to guests and promote the hotel brand. You can also set the mode to No AD, Display AD Before
Auth, or Display AD After Auth.
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Add a user to be authenticated: Click a user group in the user organization structure on the left, add a user (IP range) to the

user group, and configure the username and password, as shown in the figure below.

—_— L . =
Ruy:e EG @WEB Administrator: admin T3 Setup Wizard & Cookbook /% Alarm 2 Online Service I Log Out |
Commeon User Import/Export User Special User
User Structure Path: root
s Behavior Pplicies: 0 records [ Details
1001
[£ Edit Selected Search by Name ¥

—+Add User(IP Range) —+Add Group

Name S IP/MAC Address. & Behavior Policy Details Action

No Record Found

First 4 Pre Next b Last 1

Show No.: |10 v | Total Count:0

= Add User(IP Range) X

User Name: | test
IPEMAC: ®IP Address MAC Address IP&MAC No IP Address
192.168.1.2 (2]
Permission: # Allow Internal Web Auth  LAllow VPN Access
Password: |ssssss

# Allow Internal Web Auth User Password Change

Deny Internal Web Auth

A user added successfully is displayed in the user list, as shown in the figure below.
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@weB Administrator: admin

] Setup Wizard & Cookbook &M Alarm 2 Online Service Log Out
Common User Import/Export User Special User
User Structure Path: root
1 root Behavior Policies: 0 records [ Details
roo

X Delete £ Edit Selected

Search by Name

Name S IP/MAC Address S Behavior Policy Details Action
test 192.168.1.2 El W Delete
Show No.: |10 | Total Count:1 First Pre 1 Next Last 1

The user configuration method on the CLlI is as follows:

#Add a user named ruijie under the root directory, set the password to 111, and configure the account to use only Web
authentication.

Ruijie(config)# subscriber static name "ruijie" parent "/" password 111
Ruijie(config)# subscriber allow "ruijie" privilege webauth

If you select Allow Internal Web Auth User Password Change when configuring a username and password. The Change
Password option is displayed after Web authentication is successful.

1R2uijie

Networks

“ You can start the Internet!

Noie: Please bookmark this link. You

> this fink to manually offiine!

Usemame: test
IP Address: 192.168.1.2
User Authority: Allow Internet

Available time: No limit

m Change Password

Configuration Verification

After the configuration is complete, the authentication page is displayed when a user browses a Web page for the first time.
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1R2uijie

Networks

‘* Please input your user name and
password!

User Name:

Password:

[CJRemember

m Reset

Enter the correct username and password and click Login. The authentication success page is displayed.

1R2uijie

Networks

“ You can stari the Internet!
Note: Please bookmark this link. You
can use this fink to manually offline!
Usemame: test
IP Address: 192.168.1.2
User Authority: Allow Internet
Available time: No limit

Change Password
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5.10 Voucher Authentication Acceleration

Voucher authentication on Ruijie Cloud allows you to charge users for wireless network access using access codes.

Concurrent users, time period and data quota limit can be customized and offered to your guests.

With EG and Ruijie Could integration, the voucher data can be synchronized from Cloud to local EG device. The

authentication process will be accelerated significantly.

Network Topology

Ruijie Cloud

DHCP Pool
192.168.1.0/24
Gateway:

EG Security Gateway 192 168.1.1

DNS:
8.8.8.8

PoE Switch

Access Point
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Configuration Steps

Step 1: Login to Ruijie Cloud and create the voucher package.

Ruijie C) MONITORING CONFIGURATION  MAINTENANCE
& GROUPS Crystal Q Time Zone: (GMT+8:00)Asla/Hong_Kong
@& WIRELESS
| Voucher S 2 B- ¥

More | @ Total Vouchers: 1 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 1 ucher Code, Name/Ref, ‘fll Advanced Search v

Basic ——
|P: nt Voucher nage Package ‘
Layout e

Load Balance

Voucher Code Name/Ref Package Name Price  Period Created at Expired at Devices Bind MAC Data Usage Max Download Rate  Max Upload Rate  Status.
i Planning plar test test - 2Minutes 2018-12-28 17.08.27 2018-12-28 17:11.36 02 No 4 MB/100 M8 Uniimited Unlimiled Depleted
Roaming
1 J i | \ 10 « 1in total
Bluetooth ) 1

@ AUTHENTICATION

Voucher

PPSK

Ruijie (L5 MONITORING CONFIGURATION  MAINTENANCE
& GROUPS Crystal Q Time Zone: (GMT+8:00)Asla/Hong_Kong
& WIRELESS
| Voucher - Manage Package o e 3
Basic e a2
Package Name Q
Layout J
Load Balance Package Name Description  Price Max Concurrent Devices Bind MAC Period Data Quota Max Download Rate Max Upload Rate Action
RF Planning test s : 2 No 2 Minutes 100 MB Unlimited Unlimited ]
Roaming
Page | 1 f " 0.  1intotal
Bluetooth

@ AUTHENTICATION
Voucher

PPSK

Diue
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=
Add Package
=

Package Name Voucher
Description
Price
Max Concurrent Devices

Bind MAC

Period | 1Week

DataQuota | 100 MB
Max Download Rate | Unlimited

Max Upload Rate Unlimited

| 0K Cancel

Step 2: Print voucher on Ruijie cloud.

MONITORIN
& GROUPS Crystal v Q Time Zone: (GMT+8:00)Asla/Hong_Kong
¥ WIRELESS Veiich
‘oucher T e B ¥
Basic Y P,
Lavout Manage P.wanal | More ~ ] @ Total Vouchers: 1 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 1 Vaucher Code, Name/Ref, 1Q| Advanced Search v
ayout {
Load Balance 3
Voucher Code Name/Ref Package Name Price  Period Created at Expired at Devices Bind MAC ~ DataUsage  Max Download Rate  Max Upload Rate  Status
P ) fplat test test - 2Minutes  2018-12-2817.08.27 2018-12-28 17.11.36 02 No 4 MB/100 M8 Uniimited Unlimited Depleted
Roaming
F of 10« 1in total
Bluetooth { 9 1 f I 0

© AUTHENTICATION

Voucher
PPSK

W

D
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i?uyTe L) MONITORING CONFIGURATION  MAINTENANCE

& GROUPS Crystal ~ Q Time Zone: (GMT+8:00)Asla/Hong_Kong
¥ WIRELESS
e | Voucher  Print Voucher

Basic

il lame/Rel e -

Losd Balance Single Voucher . Sl

RF Planning Package Name | Voucher v <

Roaming Print Method | PRINT (A4) ONE COLUN v A

Bluetooth I e I

@ AUTHENTICATION { Rate: |
Voucher

PPSK

D/ 8

MONITORING CONFIGURATION  MAINTENANCE

& GROUPS Crystal ~ Q Time Zone: (GMT+8:00)Asia/Hong_Kong
& WIRELESS
| Voucher C e B- ¥
Basic . e
u " ‘Pmu Voucher | | Manage Pnr._wl | More v | @ Total Vouchers: 2 @ Activated Vouchers: 0 @ Depleted Vouchers @ : 1 Voucher Code, Name/Re! \‘}| Advanced Search v
ayoul J
Load Balance . . L
Voucher Code Name/Ref Package Name Price  Period Created at Expired at Devices Bind MAC ~ DataUsage  Max Download Rate Max Upload Rate  Status
BGEning eidjed test Voucher - 1 Week 2019-05-24 152,57 - a3 No 0 MBN0D MB Unlimiled Unlimiled Not Activated
Reaming ifpldf test test - 2Minutes  2018-12.2817:0027  2018-12.2817.1136 02 No 4MB/100 MB Unlimited Unlimited Depleted
Bluetooth

1 11 | 104  2intotal
@ AUTHENTICATION

Voucher

PPSK

D@

Step 3: Enable the open authentication on AP connected to EG.
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MONITORING CONFIGURATION  MAINTENANCE

& GROUPS Cystal v Q Time Zone: (GMT+8:00)Asla/Hong_Kong ‘
@ WIRELESS —
Crystal Save | More « I
Basic s
Layout
y | Wireless Configuration A~
Load Balance
RF Planning ssoo | Add a new ssid with open encryption mode
—
Roaming WLAN ID ssiD Encryption Mode Hidden Forward Mode Radio Auth Mode Action
Bluetooth No matching records found
© AUTHENTICATION . moe {0 ko 10~  Olntotal
Voucher
Radio
PPSK
Radio1(2.4GHz) Radio2(5GHz) Radio3 @ (2,4GHz or 5GHz) @ Scan | Access
ONIOFF « ON/OFF « ONIOFF
Max Clients | 128 Max Clients | 128 Max Clients | 128
| Security v Kj

wiAND [ 1 v Hidden [ No

ssiD | Voucher_T Forward Mode @ | Bridge

Tip: I SSID contains (he space and the captive portal is enabled, please

VLANID | 1

Encryption Mode | Open |
I[ o - J Radio 8 Radiol(2.4GHz) ®@ Radio2(5GHz)
Radlo3 @ (2.4GHz or 6GHz)

Band Steering @
Rale Limit per Client
Rate Limit by SSID

Auth

| oK | Cancel
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Message

Save successfully

Step 4: Enable the local authentication on EG.
Scenario; General @ @ Config Wizard 2 Online Service Hi, admin v

Auth Policy

=

Local Server aun | [T Enable the local server authentication

o Local Auth

Block Internet
Access

Step 5: Enable the authentication integration with Cloud on EG.
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Ruyle EG 192.168.1.1 says o General @ 13 Config Wizard 2 Online Service Hi, admin v
Operalion succeeded

User Auth Policy Auth Server Advan “ User Permission Online Info

Web Auth Note: 1 Bridge mode is not supported

2. Any two among Web authentication. markehing aulhentication and local server authenticalion cannol be enabled at the same ime

Local Auth

3. You can configure usemame and password on the User page

4. You can view AD domain user information cn the User page
Block Intermnet

Access 6. Users who fail single sign-on vall be malched with the other policies

8. Please disable flow control If you want to configure rate lmit on cloud accounts for Auth Integration with Cloud Ofherwise rate fimiting may not furction accurately.

m_[ Enable the authentication
Local St Auth: Auth Inte 1l ith Cloud: . . .
N o integration with Cloud.

Security ( Policy Name IP Range Auth Server Policy Type Policy Status ~ Status  Match Order Action

-Add Policy X Delete Selected

{g No Record Found

Show No.: | 10 v | Total Count: 0 4 First 4 Pre

Network
VLAN

dvanced

Step 6: Add the authentication IP range for voucher authentication on EG.

Rujfe EG Scenario: General @ [ Config Wizard 2 Online Service Hi, admin ~

P —
Auth Policy Auth Server Advanced Settings Whitelist Settings Single Sign-On User Permission Online Info

Note: 1. Bridge mode is not supported
2. Any two ameng Web authentication, markeling authenlication and lecal server authentizalion cannot be enabled al the same time.
3, You can configure usemame and password on Lhe User page
4. You can view AD domain user information on (he User page.

5. Users who fail single sign-on wall e malched with the olher policies

sable flow contral if you want L configure rale imil on cloud aceounts for Auth Integralion with Cloud Olherwise, rate lmiling may nol lunclion accurately

X Delete Selected Local Server Auth: [BRJ | Auh integration vith clouc: [BEY |

Policy Name IP Range Auth Server Policy Type Policy Status ~ Status  Match Order Action

No Record Found

Show No.: 10« Total Gount: 0 IFirst 4 Pre Next b Last!l [ 1 | SR
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—
RUljle EG Scenario: General @ 1@ Config Wizard 2 Online Service Hi, admin v
N
f |l ,:\ . User Auth Policy Auth Server Advanced Settings Whitelist Settings Single Sign-On User Permission Online Info
By R Note: 1. Biidge mod: s not supporied = Auth Policy X
ommon 2. Any two among Web authentication, markelng a
Local A 3, You can configure usemame and passward on U Enabis: @

|~ 4. You can view AD domain user information on the
Block Internet
Access

Flow 5, Users who fail single sign-on vall be matched wit Policy Name: | Voucher

6. Please disable flow control if you want to configy

Policy Type: Account ' Single Sign-On ® Voucher

+Add Policy X Delete Selected Local I’J?.IGB.IJ-W?.IF)B.I.H ‘
2|
2]

Security Policy Name I Status  Match Order Action

&

Show No.: |10 v | Total Count: 0 l4First 4 Pre Next b Last ‘ 1 m

WLAN

Configuration Verfication

Connect to the SSID and the authentication page will pop up.

12:03 PM asa® 12:03 PM A=
X Voucher_T v X Voucher_T v
Connect automatically (D Connect automatically c

Authentication succeeded.

Never Stop Making Progress

Q eidjca

Authenticated, please wait
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5.11 Resource Cache

Resource cache refers to synchronizing resource from the specified server to a device. Afterwards, users can get the
resource directly from the device without crossing WAN.

Resource cache can reduce bandwidth usage and save users from waiting for access.

Network Topology

>
—

Configuration Steps:

EG Security Gateway

Switch

PC

Step 1: Enable the cache function, the device will be restarted:
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p—
lull'e EG Scenario: General @ 3 Config Wizard & Online Service Hi, admin Vv
O Dashboard 3
s Service
j Service
Note: You can disable uncommon functions here. The disabled functions will not run in backend or run at startup

Common
e Tip: Enabling or disabling some functions requires device restart.

Interface Status

k-
Flow POE Power Function Name Status Description Action
Support
Provide resource cache, App cache, floating ADs and other functions. Note:
¥l T ice will :
Eo Cache Disabled he device will be restarted
Behavior Menu: [Cache > App Cache] [Cache > Resource Cache] [User > b
Floating AD] 2
) Provide A ti d ’
\, App-Based Route Disabled TOVICa. R IO, SH1C poxy m
Security Menu: [Network > Route/Load > App-Based Route]
Provide server log for SNC server and ELOG server.
Server Log Disabled m
Menu: [Advanced > System Log > Server Log]
Elog Disabled Correlate with and configure Elog server.
Menu: [Advanced > Elog]

Network

Step 2: Enable resource cache:

—
Ru’lle EG Scenario: General @ e Config Wizard £ Online Service Hi, admin Vv
0
Resource Cache @
Home Settings
App Cache Enable Cache:
=] I3
Common

Behavior

(@

Security
Security

Waiting for 1

Step 3: Paste the download link of the resource to the “Resources Address1”:
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Ruijie EG

Scenario: General @ @ Config Wizard & Online Service Hi, admin v

J R PR
esource Cache Monitorin :
Home 9 Settings
=) SHpiCace Note: If the address is a domain name, please configure DNS first. Up to 10 addresses can be added.
Common Note: Please do not configure a website as the cache address. Otherwise, the website may be unavailable.

e

Flow

Enable Cache: m

¥l
2

Behavior

Resources Cache Address Cache Capacity (Used: 90.96M8 Total: 750.00MB)

Disk Capacity (Free: 2260.07MB Total: 2724.34M8)

Resources Address1: sol/testapp/shoppingmall.apk

X Delete 4 Add

Clear All

Save

Resources Cache Settings

Cache Status: [Cache Details]

Step 4: Check the cache file:

e

Flow

Enable Cache: mﬁl

»1
So Resources Cache Address

Behavior
(@

Resources Address1: http://app.ruijienetworks.com

Source IP: (7]

Resources Cache Settings

Clear All

[ Cache Status: [Cache Dﬂ\'}iils] ]

Cache Capacity (Used: 90.96MB8 Total: 750.00MB)

Addsthe link addresseo resources address

Disk Capacity (Free: 2260.07MB Total: 2724.34MB)

X Delete 4 Add

Network
Interval(s): | 1800 L0
WLAN CacheTime: 0 v: 0 v|~|0 v:/0 v L » Cache Now
Restore Default
Model: EG2100-P Web Version: 2018.9.20.19 Details

Resource Name

app.ruijienetworks.com/

Resource Size

©2000-2019 Ruijie Networks Co., Ltd Service Portal | Service Mail | Official Website | Online Service

Cache Time:

error 2019-05-31 11:14:43

[app.ru ijienetwaorks.com:50090/tool/testapp/shoppingmall.apk

90.96MBE 2019-05-31 11:14:15

Show No.: 10 » Total Count: 2
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Configuration Verification

Download the file via browser:

Today

g shoppingmall.apk

http:fapp. ruijienetworks. com: 50090/teol/testapp/shoppingmall.apk

2.6 MB/s} 85.6 MB of 91.0 MB, D secs left

N

Pause Cancel

The file is downloaded within the LAN.

—
Ru’jle EG Scenario: General @ @ Config Wizard & Online Service Hi, admin vV

FaN

i Resource Cache T .
Home Monitoring Settings

=  App Cache Refresh every 10s v m Last Th

Common

Bandwidth Gain ‘Mbps_ v ‘

| IUUI\«"‘?)QS

WAN Traffic
80Mbps

28 98

Behavior 60Mbps
40Mbps
20Mbps
OMbps

5 10 15 20 25 30 35 40 45 50 55 60
I AN Bandwidth Hl WAN Bandwidth
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